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1 Klasik� kruptosust mata

• Monoalfabhtik�: k�je gr�mma tou arqikoÔ keimènou kwdikopoieÐtai me
to Ðdio gr�mma p�ntote (genikìtera me ton Ðdio trìpo). Perilamb�nontai
ta kruptosust mata: olÐsjhshc (shift cipher: genÐkeush tou krupto-
sust matoc KaÐsara), parallag  shift cipher me qr sh lèxhc-kleidÐ,
antikat�stashc (substitution cipher), PLAYFAIR, (affine cipher).

• Polualfabhtik�: k�je gr�mma tou arqikoÔ keimènou mporeÐ na kwdikopoieÐ-
tai me diaforetikì trìpo se diaforetik� shmeÐa tou keimènou. Perilam-
b�nontai ta kruptosust mata Vigenère, AUTOCLAVE, Hill, permuta-
tion, Vernam (one-time pad), block ciphers, stream ciphers.

Leptomèreiec gia ta parap�nw sust mata: [Zac07, kef.1] kai [Sti06, ch.1].

2 Kruptan�lush tou kruptosust matoc Vigenère

Orismìc tou kruptosust matoc.

K = (k0, k1, ..., km−1): kleidÐ
X = (x0, x1, ..., xn−1): arqikì keÐmeno (plaintext)
C = (c0, c1, ..., cn−1): kruptokeÐmeno (ciphertext)
ci = EK(xi) = (xi + ki mod m) mod 26, 0 ≤ i ≤ n− 1: kruptogr�fhsh
xi = DK(ci) = (ci − ki mod m) mod 26, 0 ≤ i ≤ n− 1: apokruptogr�fhsh

Kruptan�lush.

H kruptan�lush sunÐstatai sthn eÔresh tou m kouc tou kleidioÔ pr¸ta kai
katìpin sthn eÔresh tou Ðdiou tou kleidioÔ.

1. EÔresh m kouc kleidioÔ. Autì mporeÐ na gÐnei me dÔo trìpouc:

• Kasiski test: eÔresh patterns pou epanalamb�nontai, pijan  perÐodoc:
MKD twn apost�sewn metaxÔ epanalambanìmenwn patterns. SthrÐze-
tai sto ìti Ðdiec lèxeic tou arqikoÔ keimènou pou h apìstas  touc
eÐnai pollapl�sio tou m (m koc kleidioÔ), kwdikopoioÔntai me ton
Ðdio trìpo.

• Index of Coincidence (deÐkthc sÔmptwshc): ekfr�zei thn pijanìth-
ta dÔo tuqaÐoi qarakt rec enìc keimènou na tautÐzontai.

Se dosmèno keÐmeno me fi th suqnìthta emf�nishc tou gr�mmatoc i
(sÔmbash: jewroÔme mìno kefalaÐa agglik� gr�mmata, qwrÐc ken�,
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ta opoÐa antistoiqÐzoume se arijmoÔc apì 0 èwc 25):

IC(X) =
25∑
i=0

(
fi
2

)(
n
2

) =
25∑
i=0

fi(fi − 1)
n(n− 1)

Shmantik  idiìthta: h tim  tou deÐkth sÔmptwshc ja parameÐnei
Ðdia an k�noume shift touc qarakt rec kat� k (genikìtera k�tw
apì opoiad pote met�jesh).

Se �gnwsto keÐmeno agglik c E[IC(X)] ∼=
∑25

i=0 p2
i
∼= 0.065, ìpou

pi h statistik  suqnìthta tou gr�mmatoc i sthn agglik .

Se entel¸c tuqaÐo keÐmeno me agglikoÔc qarakt rec:

E[IC(X)] ∼=
25∑
i=0

(
1
26

)2 =
1
26

∼= 0.038.

'Ara mporoÔme me meg�lh pijanìthta na xeqwrÐsoume èna tuqaÐo
keÐmeno me agglikoÔc qarakt rec apì èna kanonikì agglikì keÐ-
meno.

K�noume dokimèc gia na broÔme to m koc m tou kleidioÔ. Dokim�-
zoume diadoqik� tic timèc m = 1, 2, . . .. QwrÐzoume to kruptokeÐ-
meno se m st lec, ìpou k�je st lh i perilamb�nei ta gr�mmata pou
brÐskontai stic jèseic i+jm, 0 ≤ j ≤ dn/me−1, kai paÐrnoume to
IC thc k�je st lhc. An èqoume petÔqei to swstì m koc kleidioÔ
tìte pijanìtata k�je st lh ja èqei IC arket� kont� sto 0.065
(alli¸c ìlec oi st lec ja èqoun lÐgo-polÔ sumperifor� `tuqaÐou'
keimènou kai �ra IC kont� sto 0.038 � sthn pr�xh mporeÐ na eÐ-
nai lÐgo megalÔtero an to keÐmeno den eÐnai polÔ meg�lo, sun jwc
ìmwc eÐnai < 0.050).

2. EÔresh kleidioÔ. Kai autì to b ma mporeÐ na gÐnei me dÔo trìpouc:

• 1oc trìpoc: statistik  kruptan�lush stic st lec me b�sh th
suqnìthta emf�nishc twn gramm�twn, digramm�twn, k.lp. thc ag-
glik c (  genikìtera thc gl¸ssac tou arqikoÔ keimènou).

• 2oc trìpoc: p�li me qr sh IC brÐskoume ta sqetik� shifts metaxÔ
dÔo suneqìmenwn sthl¸n. Dokim�zoume me diadoqik� shifts thc mi-
ac st lhc wc ex c: k�noume shift stouc deÐktec twn parathrhmèn-
wn suqnot twn thc st lhc aut c (èstw ìti eÐnai h st lh 2 kai

oi mh olisjhmènec suqnìthtec sumbolÐzontai me f (2)): f
(2)′

i =
f

(2)
(i+1) mod 26, kai paÐrnoume ton deÐkth amoibaÐac sÔmptwshc:

ICm(X) =
25∑
i=0

f
(1)
i f

(2)′

(i)

n2
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O deÐkthc autìc antistoiqeÐ sthn pijanìthta dÔo tuqaÐoi qarak-
t rec apì dÔo keÐmena na tautÐzontai, kai èqei parìmoiec idiìthtec
me ton deÐkth sÔmptwshc wc proc to ìti parathr¸ntac thn tim  tou
mporoÔme na sumper�noume me meg�lh pijanìthta an ta keÐmena eÐ-
nai kanonik� agglik� keÐmena. 'Etsi, ja èqoume petÔqei to swstì
sqetikì shift an to ICm twn dÔo sthl¸n eÐnai �kont�� sto 0.065.
'Eqontac ìla ta sqetik� shift, ta pijan� kleidi� eÐnai 26, opìte me
26 dokimèc brÐskoume to swstì kleidÐ.

H mèjodoc aut  perigr�fetai me mikrèc parallagèc sto [Sti06, ch.1].

3 Sust mata DhmosÐou kleidioÔ

To kruptosÔsthma SakidÐou Merkle-Hellman

To kruptosÔsthma sthrÐzetai se mia eidik  perÐptwsh tou probl matoc tou
SakidÐou, pou eÐnai gnwstì wc prìblhma AjroÐsmatoc Uposunìlwn (Subset
Sum).

Prìblhma Subset Sum.

DÐnetai sÔnolo A = {a1, ...an} ⊆ N, kai k ∈ N.
ZhteÐtai, an up�rqei, A′ ⊆ A t.w.

∑
ai∈A′ ai = k.

To prìblhma Subset Sum eÐnai NP-pl rec, jewreÐtai epomènwc upologistik�
dÔskolo kai se autì to gegonìc fainìtan arqik� ìti ja mporoÔse na sthriqjeÐ
h asf�leia tou sust matoc (par'ìla aut� to sÔsthma den eÐnai asfalèc, ìpwc
ja doÔme parak�tw).

Perigraf  tou kruptosust matoc:

Uperauxhtikì sÔnolo (superincreasing set) lègetai èna sÔnolo taxinomhmèno
ìpou k�je stoiqeÐo eÐnai megalÔtero apì to �jroisma ìlwn twn prohgoÔmenwn.
pq. A = {3, 7, 12, 25, 100, 211, 430}. Gia tètoia stigmiìtupa to prìblhma
Subset Sum an kei sthn kl�sh poluplokìthtac P (�skhsh: skefteÐte giatÐ).

To kruptogr�fhma miac duadik c akoloujÐac b1...bm m kouc ìso to mègejoc
tou A, prokÔptei apì to �jroisma

∑
biai. P.q. gia to parap�nw sÔnolo,

Enc(0100110) = 7 + 100 + 211 = 381.
O Bob qrhsimopoieÐ wc idiwtikì kleidÐ èna uperauxhtikì sÔnolo A, to opoÐo
�kamoufl�rei� se A′ ¸ste na faÐnetai ston upìloipo kìsmo san tuqaÐo, qrhsi-
mopoi¸ntac m, t tètoia ¸ste m >

∑
ai, gcd(t, m) = 1:

A′ = {a′i | a′i = t · ai mod m}
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To A′ eÐnai to dhmìsio kleidÐ tou Bob.

pq. A = {1, 3, 5, 11},m = 23, t = 7 idiwtik�, idiwtikì kleidÐ t−1 mod m = 10.
(up�rqei to t−1 epeid  gcd(m, t) = 1).
A′ = 7 ·A mod 23 = {7, 21, 12, 8} dhmìsio kleidÐ.

EncA′(0110) = 33.
Dect−1,A(33) brÐsketai wc ex c: t−1 · 33 = 10 · 33 = 330 ≡ 8 (mod 2)3 pou
sto uperauxhtikì A prokÔptei apì to �jroisma 3 + 5, �ra to keÐmeno eÐnai
0110.

EpÐjesh Shamir. An mporoÔme na broÔme t′,m′ t.¸. to A′′ = (t′)−1 ·
A mod m′ na eÐnai uperauxhtikì tìte h apokruptogr�fhsh Dec(t′)−1,A′′ ja
d¸sei to Ðdio apotèlesma me thn Dect−1,A!

Par�deigma: gia t′ = 7,m′ = 15, èqoume (t′)−1 ≡ 13 (mod 1)5, kai A′′ =
13 ·A mod 15 = {1, 3, 6, 14} eÐnai uperauxhtikì.

'Askhsh: epalhjeÔste ìti h apokruptogr�fhsh ja d¸sei to swstì apotèles-
ma sto parap�nw par�deigma, all� kai sth genik  perÐptwsh (dhl. upojèton-
tac ìti èqoume t′,m′ ìpwc parap�nw ¸ste A′′ = (t′)−1 · A mod m′ uperaux-
htikì).

O Shamir [Sha84] èdeixe ìti aut  h epÐjesh mporeÐ na gÐnei gr gora.
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