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1 Kruptosust mata rèumatoc / ro c (stream
ciphers)

Par�goume mÐa akoloujÐa kleidi¸n me b�sh k�poio arqikì kleidÐ, kai to plain-
text. To kruptosÔsthma mporeÐ na eÐnai synchronous (dhl. to kleidÐ na mhn
exart�tai apì to plaintext),   asynchronous, kai periodic (∀i : zi+d = zi,
ìpou d h perÐodoc),   aperiodic. P.q. to Vigenère eÐnai synchronous kai pe-
riodic.
Plaintext: x0, x1, . . . , xn−1

Arqikì kleidÐ:k
Sunart seic:fi

Key stream: zi = fi(k, x0, . . . , xi−1)
Ciphertext: yi = ezi(xi)

H ek eÐnai h sun�rthsh kruptogr�fhshc, kai dk h sun�rthsh apokruptogr�-
fhshc. P.q. gia duadikèc akoloujÐec:

ez(x) = x⊕ z = x + z mod 2

dz(y) = y ⊕ z = y + z mod 2

Linear Recurrence Keystream

'Eqoume èna arqikì di�nusma kleidi¸n (z0, z1, . . . , zm−1). Ta upìloipa kleidi�
upologÐzontai wc ex c.

zm+i =
m−1∑
j=0

cjzi + j mod 2

ìpou oi suntelestèc cj eÐnai 0   1. E�n to polu¸numo c0 + c1x + c2x
2 + . . . +

cm−1x
m−1 pou orÐzoun autoÐ oi suntelestèc eÐnai primitive, tìte to krupto-

sÔsthma eÐnai periodikì me perÐodo d ≤ 2m − 1.
P.q. c0 = c1 = 1, c2 = c3 = 0 orÐzoun to polu¸numo x + 1, kai me dedomè-
na ta arqik� z0, . . . , z4 èqoume z4+i = zi + zi+1 mod 2. ParathroÔme ìti to
kruptosÔsthma èqei perÐodo 15.

2 TÔpoi kruptanalutik¸n epijèsewn

1. KruptokeÐmeno mìno (ciphertext only). O kruptanalut c diajètei mìno
to kruptokeÐmeno.

2. Gnwstì arqikì keÐmeno (known plaintext attack – KPA). O kruptana-
lut c diajètei zeÔgh arqikoÔ keimènou�kruptokeimènou.
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3. Epilegmèno arqikì keÐmeno (chosen plaintext attack – CPA). O kru-
ptanalut c diajètei zeÔgh arqikoÔ keimènou�kruptokeimènou, all� me
arqik� keÐmena thc epilog c tou.

4. Epilegmèno kruptokeÐmeno (chosen ciphertext attack – CCA). O kru-
ptanalut c diajètei zeÔgh arqikoÔ keimènou�kruptokeimènou gia orismè-
na kruptokeÐmena thc epilog c tou (isodÔnama, mporeÐ na apokruptogra-
f sei orismèna kruptokeÐmena thc epilog c tou).

P.q. sto progoÔmeno kruptosÔsthma parathroÔme ìti yi = xi⊕zi ⇒ xi⊕yi =
zi. 'Ara me KPA pr¸ta brÐskoume ta z0, . . . , zm−1 kai me m koc keimènou p�nw
apì 2m mporoÔme na broÔme ta ci lÔnontac èna sÔsthma m exis¸sewn me m
agn¸stouc (gia m pou to manteÔoume me diadoqikèc dokimèc).

3 'Alla klasik� kruptosust mata

Affine Cipher

Key: (a, k) t.w. gcd(a, 26) = 1
Enc(x) = ax + k mod 26
Dec(y) = a−1(y − k) mod 26.

Orjìthta apokruptogr�fhshc: y = ax+k mod 26⇒ y−k ≡ ax (mod 26)⇒
a−1(y − k) ≡ x (mod 26).

`1-1' kruptogr�fhsh: pr�gmati, ax1 +k ≡ ax2 +k (mod 26)⇒ ax1 = ax2 ⇒
a(x1 − x2) ≡ 0 (mod 26) ⇒ 26 | a(x1 − x2) all� afoÔ (26, a) = 1 èqoume
26 | x1 − x2 ⇒ x1 = x2, afoÔ x1, x2 ∈ {0, . . . , 25}.

Permutation Cipher

To kleidÐ eÐnai mÐa met�jesh (permutation) tou {1, . . . ,m}. QwrÐzoume to
arqikì keÐmeno se mplok megèjouc m kai se k�je mplok efarmìzoume thn
met�jesh.

Kruptosust mata Ginomènou (Product Cryptosystems)

ProkÔptoun apì sÔnjesh twn sunart sewn kruptogr�fhshc dÔo   perisso-
tèrwn kruptosusthm�twn:

ek(x) = ek1(ek2(x))
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4 Tèleia Mustikìthta (Perfect Secrecy)

Ac jewr soume to arqikì keÐmeno M , to kleidÐ K kai to kruptokeÐmeno C
san tuqaÐec metablhtèc pou paÐrnoun timèc antÐstoiqa apì taM,K, C.

Orismìc tèleiac mustikìthtac

∀x ∈M, y ∈ C : Pr[M = x|C = y] = Pr[M = x]
Dhlad , den mporoÔme apì to kruptokeÐmeno na anakt soume kammÐa plhro-
forÐa gia to arqikì keÐmeno, pou na mhn thn gnwrÐzoume ex arq c.

O Shannon apèdeixe ìti den eÐnai dunatìn na èqoume perfect secrecy, par�
mìno an to kleidÐ eÐnai Ðdiou m kouc me to arqikì keÐmeno.

Pq. 'Estw M = C = {′A′, . . . ,′Z ′}   pio apl� M = C = {0, . . . , 25} me
katanom  tic statistikèc suqnìthtec twn gramm�twn sthn agglik  gl¸ssa.
Fusik� isqÔei

∑25
i=0 Pr[M = i] = 1.

JewroÔme to shift cipher (C = M + K mod 26), me katanom  tou K thn
omoiìmorfh sto {0, . . . , 25}. Dhl. ∀i Pr[K = i] = 1

26 .

ParathroÔme t¸ra ìti gia k�je gr�mma i isqÔei Pr[C = j] = 1
26 . Autì giatÐ

p.q. gia i =′ D′ = 3 èqoume

Pr[C =′ D′] =
25∑
i=0

Pr[M = i]Ṗr[K = 3−i mod 26] =
1
26

25∑
i=0

Pr[M = i] =
1
26

.

EpÐshc parathroÔme kai ìti

∀x ∈M, y ∈ C : Pr[C = y|M = x] = Pr[K = y − x mod 26] =
1
26

,

Opìte apì to je¸rhma tou Bayes èqoume:

Pr[M = x, C = y] = Pr[M = x|C = y] Pr[C = y] = Pr[C = y|M = x] Pr[M = x]⇒

Pr[M = x|C = y] =
Pr[C = y|M = x] Pr[M = x]

Pr[C = y]
=

1
26 Pr[M = x]

1
26

= Pr[M = x].

Apì ta parap�nw prokÔptei kai ìti isodÔnamh sunj kh gia tèleia mustikìthta
eÐnai kai h:

Pr[C = y] = Pr[C = y|M = x]
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pou ekfr�zei ìti h pijanìthta emf�nishc opoioud pote kruptokeimènou eÐnai
Ðdia anexart twc arqikoÔ keimènou, me �lla lìgia to kruptokeÐmeno kai to
arqikì keÐmeno eÐnai anex�rthtec tuqaÐec metablhtèc.

Qrhsimopoi¸ntac aut  th morf  mporeÐ na deÐxei kaneÐc ìti anagkaÐa sunj kh
gia tèleia mustikìthta eÐnai o q¸roc twn kleidi¸n na eÐnai isoplhjikìc me ton
q¸ro twn arqik¸n keimènwn (kai me autìn twn kruptokeimènwn).
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