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1 RSA kai paragontopoÐhsh

Je¸rhma. 'Enac algìrijmoc gia ton upologismì tou ekjèth apokruptogr�fhshc

d se èna kruptosÔsthma RSA mporeÐ na metatrapeÐ se pijanotikì algìrijmo

gia thn paragontopoÐhsh tou n.

Apìdeixh. Mia mèjodoc paragontopoÐhshc gia n = pq epitugq�netai brÐskon-
tac tic lÔseic x, y ìtan x2 ≡ y2 (mod n) kai x 6≡ ±y (mod n). Apì thn
pr¸th isotimÐa sumperaÐnoume ìti n|(x − y)(x + y). 'Etsi, efìson isqÔei kai
x 6≡ ±y (mod n), xèroume pwc èna apì ta gcd(n, x− y), gcd(n, x+ y) eÐnai to
p kai to �llo to q.

Eidik  perÐptwsh autoÔ eÐnai na jewr soume pwc to y = 1 kai ètsi oi parap�nw
isotimÐec gÐnontai x2 ≡ 1 (mod n) kai x 6≡ ±1 (mod n). To x se aut n thn
perÐptwsh lègetai mh tetrimmènh rÐza thc mon�dac kai h eÔresh aut c odhgeÐ
sthn paragontopoÐhsh tou n ìpwc pio p�nw.

To z thma genik� eÐnai na mporoÔme na broÔme me pijanotikì algìrijmo tètoiec
isotimÐec (mod n) èqontac brei  dh me k�poio trìpo to d.
Apì ton orismì tou RSA èqoume ed ≡ 1 (mod φ(n)) ⇒ ed − 1 = kφ(n) .
'Etsi, apì tic shmei¸seic [Zac07, sel.156 Pìrisma 6.43] mporoÔme na sumper�-
noume ìti aed−1 ≡ 1 (mod n) gia k�je a ∈ Z∗n. An a /∈ Z∗n tìte a|n kai
èqoume amèswc thn paragontopoÐhsh. QwrÐc bl�bh thc genikìthtac loipìn
upojètoume pwc a ∈ Z∗n.
AfoÔ φ(n) = (p − 1)(q − 1) tìte 2|ed − 1 kai 4|ed − 1. 'Etsi, diair¸ntac to
ed − 1 suneq¸c me to 2, an broÔme pijanèc mh tetrimènec rÐzec thc mon�dac

thc morf c a
ed−1

2i ja paragontopoi soume to n ìpwc pio p�nw.

'Enac pio apodotikìc trìpoc na ulopoihjeÐ autìc o èlegqoc, kai tautìqrona
na apodeiqjeÐ h orjìtht� tou, eÐnai mèsw twn a-sequences. Gr�fontac to
ed − 1 = 2sr, ìpou r perittìc, upologÐzoume thn akoloujÐa a-sequence <
ar, a2r, ..., a2ir, ..., a2sr ≡ 1 (mod n) >, ìpou ìlec oi timèc eÐnai (mod n).
Mia a-sequence eÐnai factoring sequence -dhlad  odhgeÐ se paragontopoÐhsh-

èan ∃i < s, a2ir 6≡ ±1 (mod n), a2i+1r ≡ 1 (mod n).
Gia k�je a dhmiourgoÔme mÐa a-sequence. Ja deÐxoume t¸ra pwc mÐa a-sequence
èqei perissìtero apì 0.5 pijanìthta na eÐnai factoring sequence kai ètsi m-
poroÔme na èqoume pijanotikì algìrijmo gia thn paragontopoÐhsh tou n.
ArkeÐ na deÐxoume pwc to sÔnolo twn a pou od goun se non factoring se-
quences -  akìma kalÔtera èna genikìtero sÔnolo B- èqei ligìtera apì ta
mis� stoiqeÐa tou Z∗n.

MÐa non factoring sequence èqei mÐa ek twn dÔo akìloujwn morf¸n:

< 1, 1, 1, ..., 1 >
<6≡ ±1, 6≡ ±1, 6≡ ±1, ....,−1, 1, 1, ..., 1 >.
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'Estw a0 tètoio ¸ste a2jr
0 ≡ −1 (mod n), j max, kai gia k�je a 6≡ a0

(mod n) tètoio ¸ste a-sequence eÐnai non factoring kai isqÔei a2j+1r ≡ 1
(mod n)
Stajeropoi¸ntac to j orÐzoume to B wc to sÔnolo pou èqei sth jèsh j 1  
-1. To B eÐnai upersÔnolo twn non factoring sequences giatÐ up�rqoun kai
factoring sequences pou èqoun sth jèsh j 1   -1. Dhlad :

B = {a ∈ Z∗n|a2jr ≡ ±1 (mod n)} ⊇ {a ∈ Z∗n|a-sequence not factoring}
Parathr seic

1. To B eÐnai kleistì wc proc ton pollaplasiasmì modulo. Pr�gmati

(a · a′)2jr ≡ ±1 · ±1 ≡ ±1 (mod n)

2. Up�rqei a∗ ∈ Z∗n \ B Pr�gmati, apì CRT up�rqei a∗ ∈ Z∗n pou eÐnai
lÔsh tou sust matoc

(a∗)2
jr ≡ 1 (mod p)⇐ a∗ ≡ 1 (mod p)

(a∗)2
jr ≡ −1 (mod q)⇐ a∗ ≡ a0 (mod q)

Epomènwc (a∗)2
jr 6≡ ±1 (mod n), giatÐ diaforetik� ja èprepe na èqei

thn Ðdia isotimÐa (1   −1) kai modulo p kai modulo q kai ètsi a∗ /∈ B
pou upodeiknÔei ìti a∗ ∈ Z∗n \B.

SÔmfwna me tic pio p�nw parathr seic kai to je¸rhma tou Langrange, [Zac07
sel.151 Je¸rhma 6.30], isqÔei ìti to |B| diaireÐ to |Z∗n| = φ(n)⇒ |B| ≤ φ(n)

2

Proba∈Z∗n [a gives factoring sequence] ≥ 1
2

Opìte, me k epanal yeic tou algorÐjmou mporoÔme na epitÔqoume akìma kalÔter-
h pijanìthta epituqÐac

Proba∈Z∗n [a gives factoring sequence] ≥ 1− 1
2k
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2 Primality Test

Fermat Test

To test tou Fermat basÐzetai sto mikrì Je¸rhma tou Fermat [Zac07 sel.155
Je¸rhma 6.41] pou an n pr¸toc xèroume ìti isqÔei

∀a ∈ Zn : an−1 ≡ 1 (mod n)

AntÐstrofa an an−1 6≡ 1 (mod n), tìte n eÐnai sÔnjetoc.

Algorithm 1 Fermat Test Algorithm
1: for i=1 to k do
2: Choose a ∈ Zn uniformly at random
3: if an−1mod n 6= 1 then
4: return COMPOSITE
5: end if
6: end for
7: return PRIME

Gia na èqoume pijanotikì algìrijmo ja prèpei gia k�je a pou dokim�zoume
na èqoume pijanìthta megalÔterh apì to misì na petÔqoume swst  ap�nthsh.
Parìla aut� oi arijmoÐ Carmichael eÐnai arijmoÐ pou eÐnai sÔnjetoi kai jew-
roÔntai pr¸toi apì to test tou Fermat. 'Etsi, de mporoÔme qrhsimopoi soume
ton pio p�nw algìrijmo wc pijanotikì algìrijmo gia primality test.

Miller-Rabin Test

To Miller-Rabin test eÐnai mÐa beltÐwsh tou Fermat test pou antimetwpÐzei
ikanopoihtik� touc arijmoÔc carmichael. H diafor� eÐnai pwc t¸ra elègqoume
kai an o tuqaÐwc epilegmènoc arijmìc odhgeÐ se factoring sequence kai kat'
epèktash sto sumpèrasma ìti to n eÐnai sÔnjetoc. H apìdeixh orjìthtac tou
algorÐjmou qrhsimopoieÐ a-sequences ìpwc prin me th diafor� ìti

(a∗)2
jr ≡ 1 (mod n1)⇐ a∗ ≡ 1 (mod n1)

(a∗)2
jr ≡ −1 (mod n2)⇐ a∗ ≡ a0 (mod n2)

ìpou n1, n2 pr¸toi metaxÔ touc, ¸ste na mporoÔme na efarmìsoume CRT.
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Algorithm 2 Miller-Rabin Test Algorithm
1: Choose a ∈ Zn uniformly at random
2: if gcd(a, n) ≥ 1 then
3: return COMPOSITE
4: end if
5: (bk−1, bk, ..., b1, b0)← binary representation of n− 1
6: t← 1
7: i← k − 1
8: while i ≥ 0 do
9: m← t

10: t← t2 mod n
11: if t = 1 and m 6= ±1 then
12: return COMPOSITE
13: end if
14: if bi = 1 then
15: t← at mod n {t = abk−1···bi mod n}
16: end if
17: i← i− 1
18: end while
19: if t 6= 1 then
20: return COMPOSITE
21: else
22: return PRIME {with prob ≥ 0.5}
23: end if

Par�deigma 1

n = 15⇒ n− 1 = 14 = (1110)2 kai èstw a = 7

i bi a m t

3 1 7 1 1, 7
2 1 7 4, 13
1 1 13 4, 13
0 0 13 4

'Etsi, o arijmìc eÐnai composite.
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Par�deigma 2

n = 57⇒ n− 1 = 56 = (111000)2 kai èstw a = 11

i bi a m t

5 1 11 1 1, 11
4 1 11 7, 20
3 1 20 1

'Etsi, o arijmìc eÐnai composite.
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