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Aiktoa Feistel [H. Feistel 1973]
» Blowfish, Lucifer, DES, IDEA, RC5, SMS4, RC6, ...

» Kpvurroovotmipota tpupatog (block cryptosystems): 1o apyikd
keipevo yopiletar og block cuykekpyévoo pnrovg (w.y. yo
DES: 64 bits).

> 210 ££n¢g Ba aoyoinBovpe e TNV KpuTTOYpAPNON EVOG LOVO
tunpatog (block):

» Eicodoc: Lo||Ro
» Ye kGbe yopo i, yioi =1,2,...,r
Li=Ri
Ri=FRi—1,K;) & L1
» 'E&odoc: R,||L,.
> k;: 10 khetdi tov yOpov i — mapdyetor amd to apykd KA,
cuvnbwg e oMoOnoeig.
» F: cuvaptmon mov givat 1 “kapdid”’ ToL GLOTNUATOC: TPETEL VA,
mpokarel cuyyvon (confusion) ko didyvon (diffusion) (Shannon
Eaval).

@



Inuovtikég 110t Teg Tov otktvmv Feistel

H amoxpurtoypdenon yiveral pe tov idto tpodmo, amhd
OVTIGTPEPOVTOG TN GEPE TOV KAEWOIOV. ATOSEEN: GTOV TivaKa.

Emopévamg, 1 cuvaptnon F ocv ypetdletol vo Vol ovIioTpentl], 08
avtibeon pe ta Subsitution-Permutation networks.




Aiktvo Feistel 16 yopwv.

Mnkog block: 64 bits.

Mnkog kAe10100: 64 bits (56
‘evepyd’ + 8 wooTiag).

IP: apywn perdBeon (initial
permutation).
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H cuvéptnon F

> ZVoTOTIKG: cuvapTnor enéktaong £, cuvaptioels (“koutid’”)

avtikatdotaons S (S-boxes), petdbeon P.
» E:{0,1}32 — {0,1}%8
» 5 :{0,1}°— {0,1}4, 0<i<7
» P:{0,1}32 — {0,1}%2.

» H F naipvel kaOe 4-ada bits g 16050V TG KOL TO GOUTANPDOVEL
pe ta SumAava tg: LY. bob1babs E) b31bgb1b2b3by, dlvovtag
GOV OOTEAECLLO OKT® 6-GOEG.

» To amotéheopa g E yivetar XOR pe 10 kA1 yopov K; (48
bits).

» KdaOe 6-ada tov anoteléopartog avikadictatol Hécw Tov
avtiotoyov S-box and pia 4-dda.

» H gpappoyn g P divel 10 TeEMKO amoTéAeoal.




S-boxes

S1
14 4 13 1 2 15 11 8 3 10 6 12 5 9
0 15 7 4 14 2 13 1 10 6 12 11 9 5
4 1 14 8 13 6 2 11 15 12 9 7 3 10
15 12 g8 2 4 9 1 7 5 11 3 14 10 0]

AN L WO

Eitvon mivaxeg 4 x 16.

Kabe 6-6oa amekoviletat o€ pio O€on Tov Tivoka oc e€Ng: to 1o kat
10 60 yNoio (bpbs) xabopilovv ™ oepd, T ynoia 20-50 (b1babsby)
TN 6TIAN.

YV ke B€om PBpiokeron Evag apBpog and 0 £wg 15, dnA. wa 4-dda
bits, mov givar n ££000¢ ToL S-box Yia €i60d0 bob1babsbybs.
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[o10TnTEg TV S-boxes (i)
» Eivai 10 ovotatikd Tov DES, kot U’ avtd 10 Mo
oNUAVTIKG: YOpig ovTd 1) KpuTtavaivon Ba Tav e0KOAN.

> Edd oyxedloocpévo dote va TpoKaAovv GuyyvoT (confusion): 1
oyéon evog bit £16050v kat gvog bit e£6d0v eivarl ToAdTAOKT).
Ka0e bit g e€6d0v ennpedletar amd moAld bits Tng e166d0v.

» H oidyvon (diffusion) eEaocparileTor o€ GuVILAGUO LE TIG
ouvoptnoel; enéktaong £ kot petdfeong P: kabe bit tng 166500
emmpedlel moALA bits g e€6d0v.
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[310tTeg TV S-boxes: NSA design criteria

» Kdabe oepd givar petdbeon tov {0, ..., 15}

> Kavéva S-box dev givat ypopLpukn 1 aQ@viKy GuvaptnoT Tmv
€600V TOV.

> AAlayn evog bit £16000V eMPEPEL OAAAYT GE TOLVAYIGTOV dVO
bit e£6d0v.

» o omorodfmote (evyog bit e166d0v Kot bit e£660v, av
xafopicovpe v TN Tov bit 16680V T0 TANBOC €1608WV TOL
Kkévouv 1o bit e£660v ‘0’ givar wepimov id10 pe to TAN00G

€1600®V TOL KAVOLV TO bit ££6d0v “1°.




H mopayoyn tov khediov
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[316tTEC TOL ‘“TTPOYPANATOS’ TAPAYDYNG KAEWOIDV

» Kdabe bit ypnoonoteitan mg eicodog o€ kb S-box (og kdmolo
YOpo).

» Kavéva bit dev ypnoonoteitol og €i6060g 610 1010 S-box og
1080 1KOVG YOPOLE .

> 270 TEAOG £XEL YiVEL pio TANPNG TEPIOTPOPT], ETLTPETOVTAG OTNV
OTOKPLTITOYPAPN O™ VA YiVEL Le 0AoBNoelg Tpog Ta deE1d (KaTd
avtioTpoen GePaQ).
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Embécerc

» Brute force: 2°¢ Soxiuéc.

» Complementarity property (£(K, M) = C < E(K, M) = C) : 25
dokpéc.

> Awgopikn kpurtavaivon (differential cryptanalysis) [Shamir,
Biham, 1990, NSA ka1 IBM, vopitepo]: < 2°° Sokipéc pe
EMIAEYUEVO. KPOTTOKEIUEV QL.
Boaocileton otovg mivakeg kotavoung tv input-XOR «at
output-XOR twv S-boxes. H pn opotopopeia otig katavopég
EMUTPEMEL TEPLOPIGLO TOV GVVOAOL TOV THAVAOV KAEOIDV.

» [poppicn kpurtavdivon (linear cryptanalysis) [Matsui, 1993]:
243 Soxwéc e yvword kpvrroxeiusve. TIposéyyion e
Aertovpyiog Tov odyopiBuov e YpapKES GUVOPTIOELS.

> Xta téAn oL "90 BewpnOnke pn acearéc (EFF DES cracker,
1998) kot 10 NIST mpdteve TNV avIIKATACTOGT TOV, dL0dIKAGI0

oV 0dNYNoE otV avanTvén Kot vioBétnon Tov AES.
SoM) HMMY EMIT



Apvva
» Mo tpdtn mpoondeia: Double DES. ITpopAnua: meet-in-the
middle (MITM) attack.




Apvva

» Mo tpdtn mpoondeia: Double DES. ITpopAnua: meet-in-the
middle (MITM) attack.

» Triple DES (3-DES): effective key 118 bits (ue 3 ave&dptnta
KA1, GUVOAMKO pnKog KAeW100 168 bits) 1) 112 bits (pe 2
aveEdpnTo KAWL, GVVOAKO punkog 112 bits). Xpnoomnoteitat
axoun ko onpepa (extipnon aoedrelag and NIST: ~ 2030).
Kpvurroypagnon: Encs_pes(x) = Ep, (D, (Ex, (x))))
(backwards compatibility pe amAd DES).




Apvova

» Mo tpdtn mpoondeia: Double DES. ITpopAnua: meet-in-the
middle (MITM) attack.

» Triple DES (3-DES): effective key 118 bits (ue 3 ave&dptnta
KA1, GUVOAMKO pnKog KAeW100 168 bits) 1) 112 bits (pe 2
aveEdpnTo KAWL, GVVOAKO punkog 112 bits). Xpnoomnoteitat
axoun kot onpepa (extipnon aoedrelag and NIST: ~ 2030).
Kpvurroypagnon: Encs_pes(x) = Ep, (D, (Ex, (x))))
(backwards compatibility pe amAd DES).

» DES-X: pixog kiedov 184 bits, effective key ~ 119 bits.
Kpvurtoypagnon: Encprs—x(x) = ko @& Ep, (x & ky)
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ECB, CBC: 7o block cipher gvepyei oto plaintext (dpeca 1
éupeca)
» Electronic Code Book (ECB): xé0e tunpa kpumtoypopeitot
XOPLOTA.
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ECB, CBC: 10 block cipher evepyel oto plaintext (dpeca n
éupeca)
» Electronic Code Book (ECB): xé0e tunpa kpumtoypopeitot
XOPLOTA.

» Cipher Block Chaining (CBC): to kpurtoypdenua Tov
TPONYOVUEVOL TUAUATOG KPLTTOKEEVOL ‘XOR-gltanl’ pe o
TPEXOV TUNLOL OPYLKOD KEWWEVOD TPV QVTO KPLTTTOYPapn OEL.
Xpnowomoteitan Initial Vector (/1) yio 10 TpdTO TUR AL
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CFB, OFB, CTR: 10 block cipher onuovpyet kAedopon (=
stream cipher)

» Cipher Feedback mode (CFB): dnuiovpyei tunpatiky kieidopon
(keystream) mov ypnoiponoteitar Onwg o€ stream cipher. To
KA1l mov XOR-gitan pe To TpEYOV TUNUA OPYIKOD KEWEVOL
TPOKVATEL ATTO KPLATOYPAPTOT| TOV TPONYOVUEVOD TUNUATOG
KPUTTOKELLEVOL — Ypnoomoteital IV yia To TpMTO TUNLLOL.

» Output Feedback mode (OFB): dnuiovpyei keystream 6nwg o
CFB. To k) e1di mov XOR-gitan pe 10 TpE€YOV TUMLLO OpYLKOD
KELWWEVOL TPOKVTTEL A0 KPLTLTOYPAPT|ON TOV TPOTNYOVUEVOD
KAEW100 — ypnoiponoteiton IV yio 10 TPATO TUN AL



CFB, OFB, CTR: 10 block cipher onuovpyet kAedopon (=
stream cipher)

» Cipher Feedback mode (CFB): dnuiovpyei tunpatiky kieidopon

(keystream) mov ypnoiponoteitar Onwg o€ stream cipher. To
KA1l mov XOR-gitan pe To TpEYOV TUNUA OPYIKOD KEWEVOL
TPOKVITEL OO KPLITOYPAPT|OT| TOV TPONYOVLEVOL TUNLLOTOG
KPUTTOKEEVOL — ypnotponoteitat /1 ywo to TpdTo TUNpO.
Output Feedback mode (OFB): dnuiovpyei keystream onmg to
CFB. To k) e1di mov XOR-gitan pe 10 TpE€YOV TUMLLO OpYLKOD
KELWWEVOL TPOKVTTEL A0 KPLTLTOYPAPT|ON TOV TPOTNYOVUEVOD
KAe10100 — ypnoonoteiton /7 yio 10 TpMdTO TUN L.

Counter mode (CTR): dnuiovpyei keystream 6nmg kot ta. CFB,
OFB. H S10¢popd éykettatl 610 0Tt 10 KAEWI Y10 TO TPEYOV TUNLLA
TPOKVITEL OO TNV KPLTTOYPAPNGT) EVOG LETPTTH, TOL ALEAVETAL
oo TUNUO o€ TUMHo. Xpnon Ke nonce.,
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ECB, CBC: mieovektpoto Kot adLVOUES
» ECB (-): k60e tufpa kpuroypageiton pe tov idto tpdmo.
Evtomiondg emavolnyemv, oTatioTikés enBéoels.
ECB (+): o¢ mepintwon aAloiwong TUROTOG KPLTTOKEUEVOD
dev ennpedletal 1 ATOKPLITOYPAPNOT| TOV VIOAOIT®V
TUNpaTOV.



ECB, CBC: mieovektpata Kol advvopieg
» ECB (-): k60e tufpa kpuroypageiton pe tov idto tpdmo.
Evtomopog emavoalnyemy, 6ToTIOTIKES EMOECELS.
ECB (+): o¢ mepintwon aAloiwong TUROTOG KPLTTOKEUEVOD
dev ennpedletal 1 ATOKPLITOYPAPNOT| TOV VIOAOIT®V

TUNpaTOV.
x[_Pn | [ P2 | [Pz | -
3 3 3
ex ey ey
L ’{% <Q2 ){‘IS | -
d, d, d,
. . .
CBC mode x[ P ] [P2 ] [P3s ] -

CBC (-): Me aAloidoelg bit ToL KPLTTOTUAHATOS V; TPOKVTTEL
0aALOlOOT| TOL OMOTELEGUOTOC X;41 OTLS 101eG BéoELC.

CBC (+): ypnon og Message Authentication Code (MAC).
Authenticated encryption. X¢ mepintwon aAloi®oNG TUALOTOG
KpUTTOKEWEVOL emnpedloviat pdvo 600 TUNUATE TNV

OmOKPLTTOYPAPNON: . To IV d¢gv givar kpu@o.
S0 HMMY EMIT



CFB, OFB, CTR: mAcovektfipoto Kot 0duVopies

D 14
€k
92 92 51 € 53 ]
> (73 .
[ P2 1 [ P3 1]

OFB mode

» CFB/OFB/CTR (-): g 6ha vtapyetl 1o TpOPANLA TNG
aALOI®OMG TNG OmOKPVTTOYPAPNONG O EMAEYHEVES BETELG.

» CFB/OFB/ CTR (+): Mropobv va viomomBobv TapdAinia.
AwBétovv self-recovery.

» CFB (+): umopei va ypnotponomdei og MAC.
AoKno1): umopovue vo £Yoviie encryption kot authentication oe
£€va, TEPUGLOL;

» CFB/OFB (+): pmopovv va ypnoiporombovv kot yia block

oy pHIKPOTEPQ TOV 64 bit.



\{

v

INo kpumtoypdonon.

INo avBevticonoinor / axepotdTnTa.
Kot y1o Ta. 600 (authenticated encryption).

Agite 1 oyetikn oehida tov NIST:
http://csre.nist.gov/groups/ST/toolkit/BCM/modes_development.html
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	Το κρυπτοσύστημα DES

