ÅéóáãùãÞ óôá óõóôÞìáôá áðïäåSSîåùí ìçäåíéêÞò ãíþóçò

ÄçìÞôñçò Âõôéíéþôçò dvitin@softlab.ntua.gr

19 ÉïõíSSïõ 2003

1 ÄéáëïãéêÜ óõóôÞìáôá áðïäåSSîåùí

Ôá äéáëïãéêÜ óõóôÞìáôá áðïäåSSîåùí (interactive proof systems) åSSíáé óõóôÞìáôá ìå äýï åìðëåêüìåíá ìÝñç, ôïí prover P êáé ôïí veri˛er V . Ï P ðñïóðáèåSS, ìÝóù ôïõ äéáëïãéêïý ðñùôïêüëëïõ, íá áðïäåSSîåé óôïí V üôé îÝñåé ôç ëýóç óå êÜðïéï ðñüâëçìá.

ÿóôù üôé Ýœïõìå ìéá ãëþóóá L êÜðïéïõ ðñïâëÞìáôïò, L ⊆ {0, 1}^∗, ð.œ. ôç ãëþóóá ôïõ 3-SAT, êáé Ýóôù üôé ï P ãíùñSSæåé ãéá Ýíá x, üôé x ∈ L êáé èÝëåé íá áðïäåSSîåé êáé óôïí V üôé x ∈ L. Ôá äýï ìÝñç åìðëÝêïíôáé óå ìéá äéáëïãéêÞ äéáäéêáóSSá, ðïõ ìðïñåSS íá Ýœåé ðïëëïýò ãýñïõò. Óå êÜèå ãýñï áíôáëëÜóïíôáé ìéá óåéñÜ áðï ìçíýìáôá. Óôï ôÝëïò ï V áðïäÝœåôáé Þ áðïññSSðôåé ôçí áðüäåéîç ìå âÜóç êÜðïéá êñéôÞñéá. Èá óõìâïëSSæïõìå Ýíá ôÝôïéï ðñùôüêïëëï ìåôáîý P êáé V ùò (P, V ).

Óå áõôÜ ôá ðñùôüêïëëá, ôï õðïëïãéóôéêü ìïíôÝëï åSSíáé ôï æåõãÜñé áëëçëïäñáóôéêþí ìçœáíþí Turing (pair of interactive Turing Machines) [11]. To ìïíôÝëï áõôü öáSSíåôáé óôçí Åéêüíá 1. Èåùñïýìå üôé ï P Ýœåé áðåñéüñéóôåò õðïëïãéóôéêÝò äõíáôüôçôåò, åíþ ï V Ýœåé äõíáôüôçôåò åíüò probabilistic polytime áëãïñSSèìïõ. ÿôóé Ýœåé íüçìá ï P íá èÝëåé íá áðïäåSSîåé êÜôé, ðïõ ìðïñåSS íá õðïëïãSSóåé ìüíï áõôüò, áëëÜ üœé ï V , óôïí \áäýíáìï" õðïëïãéóôéêÜ V .

ÿíá interactive protocol, ãéá íá œáñáêôçñéóôåSS ùò interactive proof system, äçëáäÞ íá Ýœåé áðïäåéêôéêü œáñáêôÞñá, èá ðñÝðåé íá éêáíïðïéåSS äýï óõíèÞêåò: • Completeness: ∀x ∈ L, åSSóïäï óôï (P, V ), prob(V accepts) ≥ 2/3 • Soundness: ∀x /∈ L, ãéá êÜèå \áíÝíôéìï" prover P^′, áí ôï (P^′, V ) ôñÝîåé ìå åSSóïäï ôï x, ôüôå éóœýåé üôé prob(V accepts) ≤ 1/3 Ç ðñþôç óõíèÞêç ëÝåé üôé ï V \ðåSSèåôáé" ìå ðïëý ìåãÜëç ðéèáíüôçôá ãéá êÜèå yes instance ôïõ ðñïâëÞìáôïò. Ç äåýôåñç óõíèÞêç ëÝåé üôé, áí Ýíáò \áíÝíôéìïò" P^′, ðñïóðáèÞóåé íá ðåSSóåé ôïí V ãéá Ýíá no instance ôïõ ðñïâëÞìáôïò, ç ðéèáíüôçôá íá ðåéóôåSS ï V åSSíáé ðïëý ìéêñÞ^1. Ïé ãëþóóåò ðïõ äÝœïíôáé ôÝôïéåò áðïäåSSîåéò áíÞêïõí óôçí êëÜóç ðïëõðëïêüôçôáò IP. Éóœýïõí ôá áêüëïõèá:

• NP ⊆ IP , ãéáôSS ï P ìðïñåSS íá óôåSSëåé óôïí V ôï computation ðïõ áíôéóôïéœåSS óôï ðñüâëçìá, ð.œ. Ýíá assignment ðïõ éêáíïðïéåSS ôï 3-SAT, êáé ï V Ýœåé ôçí õðïëïãéóôéêÞ äõíáôüôçôá íá ôï åëÝãîåé. ÅëÝãœåôáé ðïëõùíõìéêÜ, áöïý ç ãëþóóá åSSíáé NP, êáé ï V äåí œñåéÜæåôáé êáí íá œñçóéìïðïéÞóåé randomization.

• BP P ⊆ IP , ãéáôSS ï V , œùñSSò êáíÝíá interaction ìå ôïí P , Ýœåé ôç äõíáôüôçôá íá áðïöáíèåSS ãéá ôá óôïéœåSSá ìéáò ãëþóóáò óôï BP P .

2 Zero Knowledge

Ìáò åíäéáöÝñåé, ç ðëçñïöïñSSá ôçí ïðïSSá áðïêôÜ ï V ìåôÜ ôï ôÝëïò ôïõ ðñùôïêüëëïõ, íá ôïõ åSSíáé Üœñçóôç ãéá õðïëïãéóìïýò ïé ïðïSSïé õðåñâáSSíïõí ôéò äõíáôüôçôÝò ôïõ.

1Ïé ôéìÝò 2/3 êáé 1/3 ðáñáðÜíù äåí Ýœïõí éäéáSSôåñç óçìáóSSá, ãéáôSS ôñÝœïíôáò ôá ðñùôüêïëëá áõôÜ äéáöïñåôéêü áñéèìü åðáíáëÞøåùí áëëÜ ðïëõùíõìéêü ùò ðñïò ôï ìÝãåèïò ôçò åéóüäïõ, ìðïñåSS êáíåSSò íá öñÜîåé ôçí ðéèáíüôçôá ëÜèïõò ðïëõùíõìéêÜ üóï èÝëåé. Óôá áñœéêÜ Üñèñá ìÜëéóôá áõôÝò ïé ðéèáíüôçôåò ëÜèïõò åSSíáé öñáãìÝíåò áðü 1/|x|^k.

Åéêüíá 1: Õðïëïãéóôéêü ìïíôÝëï áëëçëïäñáóôéêþí ðñùôïêüëëùí.

ÿóôù Ýíá IP óýóôçìá (P, V ) ãéá ìéá ãëþóóá L. Èá ëÝìå, Üôõðá, üôé åSSíáé Ýíá óýóôçìá ìçäåíéêÞò ãíþóçò (zero knowledge) áí, ü,ôé ìðïñåSS íá õðïëïãéóôåSS áðïäïôéêÜ áðü ôïí V , ìåôÜ ôçí áëëçëåðSSäñáóç ìå ôïí P , ìðïñïýóå åðSSóçò íá õðïëïãéóôåSS áðïäïôéêÜ œùñSSò ôç œñÞóç ôïõ ðñùôïêüëëïõ, Ýœïíôáò ìüíï ôçí êïéíÞ åSSóïäï.

Ãéá ðáñÜäåéãìá Ýíá IP ðñùôüêïëëï, ôï ïðïSSï áðïäåéêíýåé ìéá NP ãëþóóá ìå ôïí ôñüðï ðïõ áíáöÝñèçêå ðáñáðÜíù, äåí åSSíáé ìçäåíéêÞò ãíþóçò. ÃéáôSS ï V ìðïñåSS íá œñçóéìïðïéÞóåé ôçí ðëçñïöïñSSá ðïõ ôïõ Ýóôåéëå ï P { Ýíá computation { ãéá íá ëýóåé óôï ìÝëëïí ôï NP ðñüâëçìá áõôü.

Ìéáò êáé ï V , áíôëåSS ôéò ðëçñïöïñSSåò ôïõ áðü ôá äåäïìÝíá ðïõ âëÝðåé ðÜíù óôéò ôáéíSSåò åðéêïéíùíSSáò, ôçí áñœéêÞ åSSóïäï, êáèþò êáé ôá coin tosses ôïõ, ìáò åíäéáöÝñåé ç \åéêüíá" ôïõ ðñùôïêüëëïõ ãéá ôïí V . Tï óýíïëï üëùí ôùí ìçíõìÜôùí ðïõ áíôáëëÜóóïíôáé êáôÜ ôç äéÜñêåéá ôïõ ðñùôïêüëëïõ ìå åSSóïäï x, óõìðåñéëáìâáíïìÝíùí ôùí coin tosses ôïõ V êáé ôïõ x, èá áíôéðñïóùðåýåôáé áðü ìéá ôõœáSSá ìåôáâëçôÞ ðïõ áêïëïõèåSS êáôáíïìÞ ðéèáíüôçôáò V IEW^P_V (x). Ôï óýíïëï ôùí ìçíõìÜôùí áõôþí, ôçò åéóüäïõ êáé ôùí coin tosses ôïõ V èá ïíïìÜæïõìå transcript ôïõ ðñùôïêüëëïõ.

Óôüœïò åSSíáé áõôü ôï transcript íá ìçí áðïêáëýðôåé ôSSðïôå ðáñáðÜíù ðáñÜ ôçí åãêõñüôçôá ôçò áðüäåéîçò. ÄçëáäÞ Ýíáò randomized polytime áëãüñéèìïò M (simulator), èá ðñÝðåé íá ìðïñåSS ìüíïò ôïõ íá äçìéïõñãåSS transcripts, ôá ïðïSSá èá \ìïéÜæïõí" óáí ðñáãìáôéêÜ. Ãéá ìéá äåäïìÝíç åSSóïäï x, ôï M(x) èá åêöñÜæåé ôçí êáôáíïìÞ ðéèáíüôçôáò ðïõ áêïëïõèïýí ôá transcripts ðïõ ðáñÜãåé ï simulator.

Ï simulator ìðïñåSS íá ðáñÜãåé transcripts ôá ïðïSSá åSSíáé áñêåôÜ üìïéá ìå ôá ðñáãìáôéêÜ. Ç \äéáöïñÜ" ôïõò êáèïñSSæåé ôï ðïóü ôçò ãíþóçò ðïõ äéáêéíåSSôáé áðü ôï ðñùôüêïëëï êáé ïñSSæåé ôï knowledge complexity ôïõ ðñùôïêüëëïõ. Ôá zero-knowledge ðñùôüêïëëá Ýœïõí ìçäåíéêü knowledge complexity.

ÓõíïøSSæïíôáò, ôá åìðëåêüìåíá ìÝñç ìðïñïýí íá \ëïîïäñïìÞóïõí" áðü ôï ðñùôüêïëëï ùò åîÞò:

1. ÿíáò P^′ ðñïóðáèåSS íá ðåSSóåé ôïí V ãéá Ýíá false instance. ÁõôÞ ç ðåñSSðôùóç áðïêëåSSåôáé åîáéôSSáò ôïõ soundness.

2. ÿíáò V^∗, ðñïóðáèåSS íá áõîÞóåé ôéò õðïëïãéóôéêÝò ôïõ äõíáôüôçôåò, áëëçëåðéäñþíôáò ìå ôïí P . ÁõôÞ ç ðåñSSðôùóç êáëýðôåôáé ëüãù ôïõ zero knowledge.

3 Perfect Zero Knowledge

Èá ðáñïõóéÜóïõìå Ýíá ðáñÜäåéãìá ìéáò ôÝôïéáò áðüäåéîçò ãéá ôï ðñüâëçìá GRAPH ISOMORPHISM. To ðñüâëçìá åSSíáé: ÿóôù äýï ãñÜöïé n êüìâùí, G_1 = (V_1, E_1), G_2 = (V_2, E_2). ÕðÜñœåé óõíÜñôçóç f, 1-1 êáé åðSS, ô.þ. ãéá êÜèå {u, v} ∈ E_1 ⇔ {f(u), f(v)} ∈ E_2; Ìéá áðüäåéîç ìçäåíéêÞò ãíþóçò ãéá áõôü öáSSíåôáé óôïí ÐSSíáêá 1.

input: G_1, G_2 on vertex set {1, . . . , n} repeat n times

1. P chooses random permutation π of {1, . . . , n}, computes H := π(G_1) and sends H to V .

2. V chooses random integer i ∈ {1, 2} and sends it to P .

3. P computes: if i = 1 then ρ := π else ρ := π ∗ σ, where σ(G_2) = G_1.

4. V checks if H = ρ(G_1).

V accepts if last step accepts in each of the n rounds.

ÐSSíáêáò 1: ZK áðüäåéîç ãéá ôï GI

To ðáñáðÜíù åSSíáé IP ðñùôüêïëëï. Ãéá ôï completeness, öáSSíåôáé üôé ãéá êÜèå x ∈ L, ï V áðïäÝœåôáé ìå ðéèáíüôçôá 1. Ãéá ôï soundness, áí ï G_1 äåí åSSíáé éóïìïñöéêüò ìå ôïí G_2, äçëáäÞ x /∈ L, o ìüíïò ôñüðïò, Ýíáò \áíÝíôéìïò" P^′, íá ðåSSóåé ôïí V , åSSíáé íá ìÜíôåõå óùóôÜ êÜèå öïñÜ ôá coin tosses ôïõ V , êáé íá Ýóôåëíå, áíôSS ãéá H, éóïìïñöéêÜ áíôSSãñáöá ôïõ åêÜóôïôå ãñÜöïõ. Áõôü ìðïñåSS íá ãSSíåé ìå ðéèáíüôçôá 1/2 óå êÜèå ãýñï êáé Üñá ãéá n ãýñïõò åSSíáé 1/2^n.

ÅSSíáé ôï ðáñáðÜíù zero knowledge; ÁñêåSS íá âñïýìå Ýíáí simulator ðïõ ìðïñåSS íá ðáñÜãåé ðáñüìïéá transcripts ìå ôï ðñùôüêïëëï. Ôá transcripts ôïõ óõãêåêñéìÝíïõ ðñùôïêüëëïõ ìðïñåSS íá èåùñçèïýí üôé Ýœïõí ôç ìïñöÞ: T = ((G_1, G_2); (H_1, i_1, ρ_1); . . . (H_n, i_n, ρ_n)). Ï áëãüñéèìïò ðïõ áêïëïõèåSS óôïí ÐSSíáêá 2 [2] ìðïñåSS íá áíáðáñÜãåé ôá transcripts ôïõ ðñùôïêüëëïõ ìå ôçí SSäéá áêñéâþò êáôáíïìÞ ðéèáíüôçôáò.

input: isomorhic G_1, G_2 on vertex set {1, . . . , n} initialize transcript T := (G_1, G_2). for i := 1 to n do

1. choose random i_j ∈ {1, 2}.

2. choose ρ_j random permutation on vertex set.

3. compute H_j = ρ_j (G_{ij} ).

4. concatenate to T the tuple (H_j , i_j , ρ_j )

ÐSSíáêáò 2: Simulator ãéá \Ýíôéìï" V

Ïñéóìüò 1 (Perfect Zero Knowledge ãéá \Ýíôéìï" V ) ÿóôù Ýíá IP ðñùôüêïëëï (P, V ) êáé åSSóïäïò Ýíá yes instance x ìéáò ãëþóóáò L. ÿóôù M Ýíáò randomized polytime simulator êáé M(x) ç êáôáíïìÞ ôùí transcripts ðïõ ðáñÜãåé áõôüò ìå åSSóïäï x. Ôï ðñùôüêïëëï åSSíáé Perfect Zero Knowledge (PZK) ãéá ôïí \Ýíôéìï" V , áí V IEW^P_V (x) ≡ M(x).

Ç ðáñáðÜíù áðüäåéîç åSSíáé PZK ãéá ôïí \Ýíôéìï" V . Ç êÜèå ôñéÜäá åSSíáé áíåîÜñôçôï åíäåœüìåíï áðü êÜèå Üëëç êáé åðïìÝíùò áñêåSS ïé ôñéÜäåò íá äçìéïõñãïýíôáé ìå ôçí SSäéá ðéèáíüôçôá. (i) Óôïí simulator Ýœù 1/2 ðéèáíüôçôá óôï ðñþôï âÞìá êáé 1/n! óôï äåýôåñï, êáé åðïìÝíùò ç ðéèáíüôçôá ãéá êÜèå transcript åSSíáé 1/2n!. (ii) Óôï ðñùôüêïëëï ï P åðéëÝãåé ìå ðéèáíüôçôá 1/n! Ýíá permutation, o V åðéëÝãåé ìå ðéèáíüôçôá 1/2 Ýíáí áêÝñáéï êáé Üñá áíÜ ôñéÜäá Ýœïõìå ðÜëé 1/2n!, êáé Üñá êáé óõíïëéêÜ: V IEW^P_V (x) ≡ M(x).

ÁëëÜ ôé ãSSíåôáé áí ï V äåí áêïëïõèÞóåé ôï ðñùôüêïëëï; ÌÞðùò ìðïñåSS íá ìÜèåé êÜôé ðáñáðÜíù; Óôçí ðåñSSðôùóÞ ôïõ GI ð.œ. ìðïñåSS íá äéáëÝãåé ôïõò áêÝñáéïõò áñéèìïýò üœé ôõœáSSá áëëÜ ìå êÜðïéï ìç ïìïéüìïñöï ôñüðï.

Ïñéóìüò 2 (Perfect Zero Knowledge) ÿóôù ðÜëé (P, V ) ãéá ôç ãëþóóá L, êáé ôñÝœåé óå yes instance x. Áí ãéá êÜèå V^∗, õðÜñœåé expected polytime randomized áëãüñéèìïò M^∗ = M^∗(V^∗), ô.þ. V IEW^P_V ∗ (x) ≡ M^∗(x) ôüôå ôï ðñùôüêïëëï åSSíáé perfect zero knowledge.

Ðþò ìðïñåSS êáíåSSò íá êáôáóêåõÜóåé Ýíáí ôÝôïéï simulator; Áõôü ìðïñåSS íá ãSSíåé \êëÝâïíôáò" ð.œ. ôï randomization ôïõ V^∗ [2]. Óôïí ÐSSíáêá 3 öáSSíåôáé áõôüò ï simulator:

input: isomorhic G_1, G_2 on vertex set {1, . . . , n} initialize transcript T := (G_1, G_2). for i := 1 to n do • oldstate := state(V^∗) • repeat

1. choose random i_j ∈ {1, 2}.

2. choose ρ_j randomly, compute H_j := ρ_j (G_{ij} ). 3. call V^∗ with input H_j obtaining challenge i^′_j .

4. if i_j = i^′_j then concatenate to T the tuple (H_j , i_j , ρ_j ) else state(V^∗) := oldstate

• until i_j = j^′_j

ÐSSíáêáò 3: Simulator ãéá êÜèå V^∗

ÌðïñåSS êáíåSSò íá ðáñáôçñÞóåé üôé ï ðáñáðÜíù åSSíáé Ýíáò expected polytime áëãüñéèìïò, ãéáôSS ìáíôåýïíôáò áêÝñáéïõò èá ðåôõœáSSíåé ôï óùóôü êÜèå 2 åðáíáëÞøåéò. H áðüäåéîç ðïõ äüèçêå ãéá ôï GI åSSíáé PZK ãéá êÜèå V^∗. Ç áðüäåéîç åSSíáé åðáãùãéêÞ ðÜíù óôïí áñéèìü ôùí ãýñùí. (i) Áí äåí ôñÝîåé êáíÝíáò ãýñïò ôüôå ôá transcripts Ýœïõí ìüíï ôïõò ãñÜöïõò, Üñá Ýœïõìå SSäéá ðéèáíüôçôá. (ii) ÿóôù üôé ãéá üëïõò ôïõò ãýñïõò ðñéí ôï ãýñï j, ïé ðéèáíüôçôåò ôùí êáíïíéêþí êáé ôùí \ðëáóôþí" transcripts ôáõôSSæïíôáé. (iii) Óôïí j ãýñï ï êáíïíéêüò áëãüñéèìïò åðéëÝãåé óôï ðñþôï âÞìá permutation ìå ðéèáíüôçôá 1/n! êáé óôï åðüìåíï ï V^∗ åðéëÝãåé Ýóôù 1 ìå ðéèáíüôçôá p_1, 2 ìå ðéèáíüôçôá 1 − p_1. ÄçëáäÞ prob(T_j = (H, 1, ρ)) = p_1/n!. O simulator ôþñá óå êÜèå repeat õðïëïãSSæåé Ýíá permutation ìå ðéèáíüôçôá 1/n! êáé ìáíôåýåé ìå ðéèáíüôçôá 1/2 íá åSSíáé óùóôüò, Ýíáí áñéèìü. Ç ðéèáíüôçôá íá ãñáöôåSS Ýíá (H, 1, ρ) óôïí j ãýñï, óôï ðñþôï repeat åSSíáé p_1/2n!, ç ðéèáíüôçôá íá ãñáöôåSS Ýíá (H, 1, ρ) óôï äåýôåñï repeat åSSíáé p_1/2^2n! ê.ï.ê. ÄçëáäÞ ç ðéèáíüôçôá óôïí j ãýñï íá Ýœïõìå ôñéÜäá (H, 1, ρ) åSSíáé (1 + 1/2 + ...)p_1/2n! = p1/n!. ĳìïéá ãéá ôñéÜäåò (H, 2, ρ). űñá ôáõôSSæïíôáé ïé ðéèáíüôçôåò êáé ëüãù åðáãùãÞò üóï êáé íá ôñÝîïõí ïé áëãüñéèìïé, ôá äýï transcripts èá Ýœïõí ôçí SSäéá êáôáíïìÞ, äçëáäÞ V IEW^P_V ∗ (x) ≡ M^∗(x).

ÿíá Üëëï ðáñÜäåéãìá åSSíáé ôï QUADRADIC RESIDUOSITY. Ìå äåäïìÝíï Ýíáí áêÝñáéï n = pq, üðïõ p, q ðñþôïé, áëëÜ œùñSSò íá äSSíïíôáé ïé p, q (Üãíùóôç ðáñáãïíôïðïSSçóç), êáé Ýíá x, åSSíáé áõôü ôåôñáãùíéêü õðüëïéðï ôïõ n; Óôïí ÐSSíáêá 4 öáSSíåôáé ìéá PZK áðüäåéîç ãéá ôï ðñüâëçìá áõôü.

Ôï completeness ôïõ ðñùôïêüëëïõ åSSíáé trivial. Ãéá ôï soundness ìðïñåSS êáíåSSò íá ðáñáôçñÞóåé üôé ç ðéèáíüôçôá íá îåãåëáóôåSS ï V åSSíáé 1/2^{logn}. ÔÝëïò åSSíáé zero knowledge. Ôá transcripts ôïõ ðñùôïêüëëïõ åSSíáé ôçò ìïñöÞò (y, i, z). O simulator èá åðÝëåãå Ýíá i^2, èá åðÝëåãå ôõœáSSá Ýíá z, êáé èá õðïëüãéæå y := z^2x^{−i}modn. 4 űëëá åSSäç Zero Knowledge

ÅSSäáìå ðáñáðÜíù üôé ôá transcripts ôá ïðïSSá ðáñÜãåé ôï ðñùôüêïëëï êáé ï simulator Ýœïõí ôçí SSäéá áêñéâþò êáôáíïìÞ ãéá äåäïìÝíç åSSóïäï. Ôþñá ìáò åíäéáöÝñåé íá åîåôÜóïõìå ðåñéðôþóåéò ðïõ ïé êáôáíïìÝò áõôÝò åSSíáé áñêåôÜ \êïíôÜ" ãéá êÜðïéïí \êñéôÞ".

2ÅSSôå ôõœáSSá åSSôå åîïìïéþíïíôáò ôï randomization êÜðïéïõ V^∗

input: n with inknown factorization, x ∈ QR(n). repeat logn times

• P chooses random v ∈ Z^∗_n, and sends y := v^2modn to V .

• V chooses random i ∈ {0, 1} and sends i to P .

• P computes z := u^ivmodn, where x = u^2modn.

• V checks that z^2 ≡ x^iy(modn) V accepts if last step accepts in each of the logn rounds.

ÐSSíáêáò 4: PZK ãéá ôï QR

4.1 Óýíïëá êáôáíïìþí êáé âáèìïSS äéáêñéóéìüôçôáò

Ïñéóìüò 3 (ÊáôáíïìÞ ðéèáíüôçôáò) Ìéá êáôáíïìÞ ðéèáíüôçôáò (probability distribution) èá åSSíáé ìéá óõíÜñôçóç π : {0, 1}^∗ → (0, 1), ô.þ. ∑ ∀a π(a) = 1. Ïñéóìüò 4 (Óýíïëï êáôáíïìþí ìå äåSSêôåò óôïéœåSSá ìéáò ãëþóóáò) ÿóôù I ìéá ãëþóóá. Ôüôå ôï óýíïëï Π = {π_i}_{i∈I} èá åSSíáé Ýíá óýíïëï êáôáíïìþí (distribution ensemble) ìå äåSSêôåò ôá óôïéœåSSá ôçò ãëþóóáò I.

Ãéá ðáñÜäåéãìá Ýóôù üôé Ýœïõìå ìéá PPT ìçœáíÞ Turing Ì ãéá ãëþóóá L, ðïõ ãéá åSSóïäï x ðáñÜãåé êáôáíïìÞ åîüäïõ M(x). Ôüôå ìðïñïýìå íá ïñSSóïõìå ôï {M(x)}_{x∈L}, ðïõ èá åSSíáé ç áêïëïõèSSá üëùí ôùí êáôáíïìþí ðïõ ðáñÜãïíôáé ãéá ôá yes instances ôçò åéóüäïõ. ÅðSSóçò Ýóôù Ýíá Interactive Protocol (P, V ), ðïõ ãéá Ýíá yes instance x ôçò ãëþóóáò L, äSSíåé êáôáíïìÞ V IEW^P_V (x) óôá transcripts. ĳìïéá ìðïñåSS íá ïñéóôåSS ôï {V IEW^P_V (x)}_{x∈L}.

ÿóôù üôé Ýœïõìå äýï ôÝôïéá óýíïëá êáôáíïìþí ãéá ôçí SSäéá ãëþóóá I. Áõôü ìðïñåSS íá áíôéóôïéœåSS óå äýï äéáöïñåôéêïýò áëãüñéèìïõò, üðùò áêñéâþò óôçí ðåñSSðôùóÞ ìáò ãéá ôïí simulator êáé ôï (P, V ). Áò ðïýìå ôá äýï áõôÜ óýíïëá Π_1 = {π_{1,i}}_{i∈I} , Π_2 = {π_{2,i}}_{i∈I}

Ìðïñïýìå åðSSóçò íá èåùñÞóïõìå Ýíáí áëãüñéèìï A, ï ïðïSSïò èá ïíïìÜæåôáé êñéôÞò êáé ï ïðïSSïò Ýóôù üôé ìðïñåSS íá Ýœåé Ýîïäï 1, áí ðÜñåé Ýíá óôïéœåSSï ðïõ áíÞêåé óå ìéá êáôáíïìÞ π_i êáé ôï i. Ôüôå ïñSSæïõìå ôçí ðáñáêÜôù ðéèáíüôçôá: p^A_1 (i) = ∑ a π_{1,i}(a) × prob(A(i, a) = 1) Ç ðáñáðÜíù ðéèáíüôçôá åSSíáé ç ðéèáíüôçôá íá Ýœåé Ýîïäï 1 ï áëãüñéèìïò, áí ðÜñåé äåSSãìáôá áðü ôçí ðñþôç êáôáíïìÞ. ÏìïSSùò ïñSSæïõìå ôçí ðéèáíüôçôá ï áëãüñéèìïò íá öÝñåé ðÜëé 1, äçëáäÞ íá óõìðåñéöåñèåSS ìå ôïí SSäéï ôñüðï áí ðÜñåé äåSSãìáôá áðü ôç äåýôåñç êáôáíïìÞ ùò åîÞò:

p^A_2 (i) = ∑ a π_{2,i}(a) × prob(A(i, a) = 1) Óôéò ðáñáðÜíù óœÝóåéò ôá áèñïSSóìáôá åSSíáé ðÜíù óå äåSSãìáôá ðïëõùíõìéêïý ìÞêïõò ùò ðñïò ôï ìÞêïò ôïõ åêÜóôïôå input i ôïõ áëãüñéèìïõ. Ôþñá åîåôÜæïõìå áí áõôÝò ïé ìÝóåò ôéìÝò ôïõ áëãüñéèìïõ ãéá ôçí êÜèå êáôáíïìç äéáöÝñïõí áñêåôÜ.

Ïñéóìüò 5 (Computationally Indistinguishable) Ôá óýíïëá Π_1 êáé Π_2 èá ëÝãïíôáé computationally indistinguishable áí: ∀ randomized polytime A, ∀c > 0, ∀i áñêåôÜ ìåãÜëï éóœýåé: |p^A_1 (i) − p^A_1 (i)| < 1/|i|^c

ÐñáêôéêÜ áõôü óçìáSSíåé üôé êáíÝíáò ðïëõùíõìéêüò áëãüñéèìïò äåí ìðïñåSS íá áðïöáóSSóåé (äçë. íá äéáöïñïðïéÞóåé ôç óõìðåñéöïñÜ ôïõ) áí ðÜñåé äåSSãìáôá áðü ôïí Ýíáí áëãüñéèìï Þ ôïí Üëëï, îÝñïíôáò ôçí åSSóïäï ðïõ Ýäùóå ôéò äýï êáôáíïìÝò. Áí ï áëãüñéèìïò êñéôÞò A Ýœåé ôç äõíáôüôçôá íá êÜíåé ìç ðïëõùíõìéêïýò õðïëïãéóìïýò, ôüôå Ýœïõìå ôá åîÞò:

Ïñéóìüò 6 (Statistically Indistinguishable) Ôá óýíïëá Π_1 êáé Π_2 èá ëÝãïíôáé statistically indistinguishable áí: ∀c > 0, ∀i áñêåôÜ ìåãÜëï, ∑ a |π_{1,i}(a) − π_{2,i}(a)| < 1/|i|^c. üðïõ êáé ðÜëé ôá áèñïSSóìáôá ðáSSñíïíôáé ðÜíù óå äåSSãìáôá ðïëõùíõìéêïý ìåãÝèïõò.

Áõôü óçìáSSíåé üôé ïé äýï êáôáíïìÝò äSSíïõí SSäéá \ìÜæá ðéèáíüôçôáò" óå ðïëõùíõìéêÜ öñáãìÝíá õðïóýíïëá ôïõ œþñïõ äåéãìÜôùí êáé åðïìÝíùò, üóï éóœõñüò êáé íá Þôáí ï áëãüñéèìïò äåí èá ìðïñïýóå ðáSSñíïíôáò ðïëõùíõìéêÜ äåSSãìáôá íá áðïöáíèåSS ãéá ôçí ðñïÝëåõóÞ ôïõò.

Ïñéóìüò 7 (Perfectly Indistinguishable) Tá ðáñáðÜíù óýíïëá èá ëÝãïíôáé perfectly indistinguishable áí ãéá êÜèå åSSóïäï i, ïé êáôáíïìÝò π_{1,i} êáé π_{2,i} ôáõôSSæïíôáé.

Ãéá íá åëÝãîåé êáíåSSò ôï ôåëåõôáSSï œñåéÜæåôáé íá Ýœåé êÜðïéïí áëãüñéèìï ï ïðïSSïò èá ìðïñåSS íá ôñÝîåé ðÜíù óå ìç ðïëõùíõìéêÜ äåSSãìáôá ðáSSñíïíôáò áíáðüöåõêôá ìç ðïëõùíõìéêü œñüíï ùò ðñïò ôï ìÝãåèïò ôçò åéóüäïõ.

4.2 Ïñéóìüò zero knowledge

Ïñéóìüò 8 (Zero Knowledge) ÿíá áëëçëïäñáóôéêü ðñùôüêïëëï (P, V ) åSSíáé perfect/ statistical/ computational zero knowledge ãéá ìéá ãëþóóá L, áí ãéá êÜèå PPT V^∗ õðÜñœåé Ýíáò expected PPT áëãüñéèìïò M (simulator), ô.þ. ôá óýíïëá êáôáíïìþí {V IEW^P_V ∗ (x)}_{x∈L} êáé {M(x)}_{x∈L} íá åSSíáé perfect/ statistically/ computationally indistinguishable.

ÐñáêôéêÜ åíäéáöÝñåé íá åîáóöáëSSæåôáé ôï computational zero knowledge, ôï ïðïSSï áíáöÝñåôáé êáé áðëÜ ùò zero knowledge, äçëáäÞ íá õðÜñœåé simulator ôïõ ïðïSSïõ ôá transcripts íá ìçí ìðïñïýìå íá ôá äéáêñSSíïõìå áðü ôá áõèåíôéêÜ œñçóéìïðïéþíôáò ðïëõùíõìéêü áëãüñéèìï. Ôï statistical zero knowledge ìáò åîáóöáëSSæåé áðüëõôá, ìéáò êáé ôá ðñùôüêïëëÜ ìáò ðáñÜãïõí ðïëõùíõìéêÜ transcripts. Ôï perfect zero knowledge Ýœåé ìüíï èåùñçôéêÞ óçìáóSSá. ÅðéðëÝïí ðáñáôçñåSS êáíåSSò üôé ï ïñéóìüò ãéá ôï perfect zero knowledge åSSíáé ôáõôüóçìïò ìå áõôüí ðïõ äüèçêå óå ðñïçãïýìåíç åíüôçôá. Ïé ãëþóóåò ðïõ Ýœïõí perfect/ statistical/ computational zero knowledge áðïäåSSîåéò áíÞêïõí áíôSSóôïéœá óôéò êëÜóåéò P ZK, SZK êáé CZK Þ áðëÜ ZK. Éóœýåé: BP P ⊆ P ZK ⊆ SZK ⊆ CZK ⊆ IP 5 Zero-Knowledge áðïäåSSîåéò ãéá êÜèå NP óýíïëï

ÅSSäáìå óå ðñïçãïýìåíåò åíüôçôåò üôé GI ∈ PZK. ÁëëÜ äåí åSSíáé ãíùóôü áí ôï GRAPH ISOMORHISM áíÞêåé óôï NP. Èá ìáò åíäéÝöåñå íá åîåôÜóïõìå áí ìðïñïýìå íá âñïýìå zero knowledge áðïäåSSîåéò (ïðïéïõäÞðïôå åSSäïõò) ãéá ãëþóóåò óôï NP. Ç éäÝá åSSíáé íá êáôáóêåõáóôåSS Ýíá ôÝôïéï óýóôçìá ãéá Ýíá NP-complete ðñüâëçìá. Ðñþôá üìùò œñåéÜæåôáé ìéá óõæÞôçóç ðÜíù óôçí êñõðôïãñÜöçóç êáé ôá commitment schemes.

5.1 ÊñõðôïãñÜöçóç êáé commitment schemes

Ïñéóìüò 9 (One way functions (strong)) Ìéá óõíÜñôçóç f : {0, 1}^∗ → {0, 1}^∗ ëÝãåôáé one-way [1] áí:

1. ∀x ∈ {0, 1}^∗, |x|^{1/k} ≤ |f(x)| ≤ |x|^k ãéá êÜðïéï k, äçëáäÞ ç f äåí óõìðéÝæåé ôçí åSSóïäü ôçò ðåñéóóüôåñï áðü ðïëõùíõìéêÜ.

2. ∃ polytime TM, ô.þ. ìå åSSóïäï x õðïëïãSSæåé ôï f(x), äçëáäÞ ç óõíÜñôçóç õðïëïãSSæåôáé áðïäïôéêÜ.

3. ∀P P T Turing Machine M^′, ∀c > 0, ∀x áñêåôÜ ìåãÜëï éóœýåé: prob(M^′(f(x)) ∈ f^{−1}(f(x))) < 1/|x|^c ÄçëáäÞ ç óõíÜñôçóç äåí áíôéóôñÝöåôáé áðïäïôéêÜ.

Ïé óõíáñôÞóåéò áõôÝò^3 Ýœïõí ôçí éäéüôçôá åðïìÝíùò, üôé üôáí óôáëåSS ç õðïëïãéóìÝíç ôéìÞ ôçò óõíÜñôçóçò åSSíáé õðïëïãéóôéêÜ ðïëý äýóêïëï íá áíáêôÞóåé êáíåSSò áðü ôçí ôéìÞ áõôÞ, ôï üñéóìá ôçò óõíÜñôçóçò (preimage). Ðáñüëá áõôÜ åSSíáé ðïëý óõœíÜ äõíáôü íá áíáêôÞóåé êáíåSSò ìÝñïò ôïõ preimage. Ãéá ðáñÜäåéãìá Ýóôù üôé Ýœïõìå ôç óõíÜñôçóç f^′(x, y) = (f(x), y), üðïõ ç f åSSíáé one-way êáé |x| = |y|. Ôüôå êáé ç f^′ åSSíáé one-way, áëëÜ ôá ìéóá ôåëåõôáSSá bits ôïõ preimage ôçò ðåñíïýí üðùò åSSíáé, êÜíïíôáò Ýôóé äõíáôÞ ôçí ìåñéêÞ áíÜêôçóç ôïõ preimage. Ìáò åíäéáöÝñåé äçëáäÞ ôï ìÝñïò ôïõ preimage ôï ïðïSSï äåí ìðïñåSS íá áíáêôçèåSS åýêïëá.

Ïñéóìüò 10 (Hardcore predicates) ÿóôù b : {0, 1}^∗ → {0, 1}. To b èá ëÝãåôáé hardcore predicate (Þ hardcore bit) ãéá ìéá OWF f áí [3]:

1. Ôï b(x) ìðïñåSS íá õðïëïãéóôåSS ðïëõùíõìéêÜ.

2. ∀ P P T A, ∃ϵ áìåëçôÝá^4 óõíÜñôçóç, ô.þ. prob(A(f(x)) = b(x)) ≤ 1/2 + ϵ(|x|).

ÄçëáäÞ ìå äåäïìÝíç ìéá ôéìÞ ôçò f, ôï hardcore bit ôçò åSSíáé ìéá ôéìÞ ðïõ äåí ìðïñïýìå íá õðïëïãSSóïõìå áðïäïôéêÜ ìå êáëÞ ðéèáíüôçôá. Ç ðéèáíüôçôá íá âñïýìå ôï bit áõôü áðü ôçí õðïëïãéóìÝíç ôéìÞ ôçò f èá åSSíáé ðÜíôïôå üœé ðïëý ðéï øçëÞ áðü 1/2.

Ôï åñþôçìá åSSíáé: ðþò ìðïñïýìå íá êáôáóêåõÜóïõìå hardcore predicates Ýœïíôáò OWF; Ìðñïýìå íá œñçóéìïðïéÞóïõìå ôï åîÞò èåþñçìá:

Èåþñçìá 1 (Goldreich-Levin) ÿóôù f OWF. Ôüôå êáé ç f^′(x, r) = (f(x), r) åSSíáé OWF (|x| = |r|). Ç óõíÜñôçóç b(x, r) = ⟨x, r⟩ = ⊕_{i|ri=1}x_i åSSíáé hardcore bit ãéá ôçí f^′.

ÅðïìÝíùò áí Ýœïõìå OWF, ôüôå ìðïñïýìå íá êáôáóêåõÜæïõìå harcore predicates, êáé èá äïýìå ôþñá üôé œñçóéìïðïéþíôáò ôÝôïéá predicates ìðïñïýìå íá êùäéêïðïéïýìå bits œùñSSò õðÜñœåé êSSíäõíïò íá áðïêáëõöèïýí áðü ôçí ôéìÞ ôçò óõíÜñôçóçò.

ÿóôù üôé Ýœïõìå ìéá OWF f, ìå ãíùóôü hardcore predicate b. ÿóôù üôé èÝëïõìå íá êùäéêïðïéÞóïõìå Ýíá bit m. ÅðéëÝãïõìå ôõœáSSá Ýíá k ∈ {0, 1}^k êáé õðïëïãSSæïõìå ôï: (y, z) = (f(k), b(k) ⊕ m) ÄçëáäÞ \êëåéäþíïõìå" ôï bit ìáò ìå ôçí ôéìÞ ôïõ hardcore predicate ôçò f êÜíïíôáò áäýíáôç ôçí áðïêÜëõøÞ ôïõ áðü ôçí ôéìÞ ôùí y, z ìå ðéèáíüôçôá óçìáíôéêÜ êáëýôåñç ôïõ 1/2. Ôï ðáñáðÜíù åSSíáé ôõðéêü ðáñÜäåéãìá åíüò bit commitment scheme, êáé âëÝðïõìå üôé óôçñSSæåôáé óôçí ýðáñîç OWF.

Ïñéóìüò 11 (Bit Commitment Scheme) ÿíá óœÞìá bit commitment ìðïñåSS íá ìïíôåëïðïéçèåSS óáí Ýíáò PPT áëãüñéèìïò Commit(1^{|k|}, m, k) üðïõ m åSSíáé bit êáé k áêÝñáéïò^5 ìå äýï éäéüôçôåò: 1. ∀m, m^′, ∀A PPT, |prob{A((Commit(1^{|k|}, m, k)) = 1} − prob{A(Commit(1^{|k′ |}, m^′, k^′)) = 1}| < ϵ(k) ïðïõ ϵ áìåëçôÝá ãéá ïðïéáäÞðïôå k,k^′ óõíÜñôçóç. Ç éäéüôçôá áõôÞ ïíïìÜæåôáé concealing.

2. ∄m^′ ≠ m ô.þ. Commit(1^{|k|}, m, k) = Commit(1^{|k′|}, m^′, k^′) ãéá ïðïéáäÞðôå k, k^′. H éäéüôçôá áõôÞ ïíïìÜæåôáé binding.

Ï ðáñáðÜíù ïñéóìüò åSSíáé Ýíáò uniform ïñéóìüò (âëÝðå êáé ðáñÜñôçìá ãéá nonuniform complexity). Áõôü äõóôõœþò ãéá ôïõò óêïðïýò ìáò äåí áñêåSS. Œñåéáæüìáóôå Ýíáí nonuniform ïñéóìü ãéá ôï concealing (ï ëüãïò öáSSíåôáé óôçí áðüäåéîç ãéá ôï computational zero knowledge óôï ðáñÜñôçìá ãéá ôï G3C). ÿíáò nonuniform ïñéóìüò ãéá ôï concealing èá Þôáí: ∀ polysize circuit family C = {C_n}:, |prob{C_n((Commit(1^{|k|}, m, k)) = 1} − prob{C_n′ (Commit(1^{|k′|}, m^′, k^′)) = 1}| < ϵ(k) 3Ïé óõíáñôÞóåéò áõôÝò óœåôSSæïíôáé ìå ôçí êëÜóç ðïëõðëïêüôçôáò UP. ÿóôù ìéá non-deteministic polynomial time Turing Machine (NDTM). Èá ëÝìå üôé åSSíáé unambiguous áí ãéá êÜèå åSSóïäï õðÜñœåé ôï ðïëý Ýíá computation ðïõ áðïäÝœåôáé ôçí åSSóïäï. ÏñSSæïõìå óáí UP ôï óýíïëï ôùí ãëùóóþí ðïõ áíáãíùñSSæïíôáé áðü unambiguous NDTM. Éóœýåé P ⊆ UP ⊆ N P. Áðïäåéêíýåôáé üôé UP ≡ P áíí äåí õðÜñœïõí one-way óõíáñôÞóåéò[1].

4∀c > 0, ∃n_0, ô.þ. ∀n > n_0, ϵ(n) < 1/n^c.

5To 1^{|k|} áðëþò óçìáôïäïôåSS üôé ï áëãüñéèìïò ôñÝœåé óSSãïõñá ðïëõùíõìéêÜ ùò ðñïò ôï k

üðïõ n, n^′ ôo ìÝãåèïò ôïõ output ôïõ áëãüñéèìïõ Commit. ÁíôSSóôïéœá ï ðñïçãïýìåíïò ïñéóìüò ãéá ôéò OWF ìðïñåSS íá ãSSíåé nonuniform. ÐáñáêÜôù èá œñçóéìïðïéïýìå ôïõò non-uniform ïñéóìïýò.

Tá ðñùôüêïëëá áõôÜ ðåñéëáìâÜíïõí äýï öÜóåéò ìåôáîý äýï ìåñþí. Óôçí ðñþôç öÜóç (commit) ôï Ýíá ìÝñïò åêôåëåSS ôïí áëãüñéèìï êáé óôÝëíåé óôï Üëëï ìÝñïò ôï áðïôÝëåóìá. Ç concealing éäéüôçôá åîáóöáëSSæåé üôé ôï Üëëï ìÝñïò äåí ìðïñåSS óå åêåSSíç ôç öÜóç íá áíáêôÞóåé êÜðïéá ðëçñïöïñSSá ãéá ôï bit ðïõ êùäéêïðïSSçóå ôï ðñþôï ìÝëïò. Óôçí åðüìåíç öÜóç (reveal) ôï ðñþôï ðÜëé ìÝëïò óôÝëíåé üëåò ôéò ðáñáìÝôñïõò ðïõ ðÝñáóå óôïí áëãüñéèìü Commit êáé ï Üëëïò åðéâåâáéþíåé õðïëïãSSæïíôáò ðÜëé ôïí Commit üôé áõôÝò Þôáí üíôùò ïé ôéìÝò ðïõ åSSœå œñçóéìïðïéÞóåé áñœéêÜ ï ðñþôïò. Ç éäéüôçôá binding åîáóöáëSSæåé üôé ï ðñþôïò äåí ìðïñåSS íá åîáðáôÞóåé ôïí äåýôåñï óôç öÜóç áõôÞ óôÝëíïíôáò ôïõ Üëëåò ðáñáìÝôñïõò.

ÐáñáôÞñçóç: ôï ðáñáðÜíù óœÞìá ðïõ œñçóéìïðïéåSS hardcore predicate åSSíáé bit commitment scheme. Ç öÜóç commit åSSíáé ï õðïëïãéóìüò ôïõ æåýãïõò êáé ç áðïóôïëÞ ôïõ óôïí Üëëï, êáé ç öÜóç reveal åSSíáé ï åðáíõðïëïãéóìüò áðü ôïí äåýôåñï ôïõ æåýãïõò, üôáí ï ðñþôïò ôïõ Ýœåé óôåSSëåé ôéò ðáñáìÝôñïõò.

Ìéá Üëëç ôåœíéêÞ ðïõ ìðïñåSS íá œñçóéìïðïéçèåSS óáí bit commitment scheme åSSíáé ôï probabilistic encryption ôùí Goldwasser êáé Micali [10]. Ôá ìÝëç åSSíáé ï Á êáé ï Â êáé ôá äýï ìÝëç ãíùñSSæïõí áðü ôçí áñœÞ åíáí áêÝñáéï n. O A èÝëåé íá êùäéêïðïéåSS bits b. To ðñùôüêïëëï Ýœåé ùò åîÞò:

Ïñéóìüò 12 (Probabilistic Encryption) Ïé äýï öÜóåéò ôïõ óœÞìáôïò åSSíáé:

• Commit: Ï Á õðïëïãSSæåé ôï f(b, x) = m^bx^2modn üðïõ ôï m åSSíáé pseudo-square modulo n. ÓôÝëíåé ôï áðïôÝëåóìá (êáëåSSôáé blob) óôïí Â.

• Reveal: O A óôÝëíåé ôá b, x êáé ï Â õðïëïãSSæåé åê íÝïõ ôï blob, åîåôÜæïíôáò áí åSSíáé ôï SSäéï.

Tï óœÞìá áðïäåéêíýåôáé üôé åSSíáé concealing êáé binding. Ãéá ôï binding åéäéêÜ, áí õðïèÝóïõìå üôé äåí Þôáí, èá õðÞñœáí x_1, x_2, þóôå mx^2_1 ≡ x^2(modn) ⇒ m = (x_2/x_1)^2modn ðïõ åSSíáé Üôïðï, ãéáôSS ôï m äåí åSSíáé ôåôñáãùíéêü õðüëïéðï modulo n.

5.2 Ôï ðñüâëçìá ôïõ Graph 3 Coloring åSSíáé CZK

ÌåôÜ áðü üëá áõôÜ ìðïñïýìå íá äþóïõìå Ýíá ðñùôüêïëëï computational zero knowledge ãéá ôï ðñüâëçìá áõôü [9].

Ïñéóìüò 13 (GRAPH 3 COLORING) ÄSSíåôáé Ýíáò ãñÜöïò G = (V, E) ìå êüìâïõò V = {1, 2, . . . , n}. Ìðïñïýìå íá œñùìáôSSóïõìå ôïõò êüìâïõò ôïõ ìå 3 œñþìáôá, þóôå ãåéôïíéêïSS êüìâïé íá ìçí Ýœïõí ôï SSäéï œñþìá; ÕðÜñœåé äçëáäÞ ϕ : V → {1, 2, 3}, ô.þ. ∀(u, v) ∈ E ⇒ ϕ(u) ≠ ϕ(v);

Ï áëãüñéèìïò áõôüò œñçóéìïðïéåSS ôï óœÞìá ôùí Goldwasser-Micali áëëÜ áõôü ìðïñåSS íá ãåíéêåõôåSS œñçóéìïðïéþíôáò êÜèå nonuniformly secure óõíÜñôçóç (âëÝðå ðáñÜñôçìá ãéá nonuniform complexity).

Ç áðüäåéîç áõôÞ åSSíáé IP. To ðñùôüêïëëï áðïöáSSíåôáé óùóôÜ ãéá yes instances ôïõ ðñïâëÞìáôïò (completeness). Ãéá ôï soundness, áí äåí õðÜñœåé 3 coloring, óçìáSSíåé üôé õðÜñœåé ôïõëÜœéóôïí Ýíá {u, v} ∈ E, ô.þ. ϕ^′(u) = ϕ^′(v). H ðéèáíüôçôá íá åðéëÝîåé \êáêÞ" ðëåõñÜ ï V åSSíáé ôïõëÜœéóôïí 1/m êáé Üñá ç ðéèáíüôçôá ï P íá îåãåëÜóåé ôïí V åSSíáé ôï ðïëý 1 − 1/m. ÅðáíáëáìâÜíïíôáò ãéá m^2 ãýñïõò, ç ðéèáíüôçôá íá îåãåëáóôåSS ï V óå üëïõò åSSíáé öñáãìÝíç áðü (1 − 1/m)^{m2} → e^{−m} êáèþò ôï m ìåãáëþíåé. űñá êáé ôï soundness éêáíïðïéåSSôáé.

ÅSSíáé ôï ðñùôüêïëëï CZK; Èá ðñÝðåé íá åSSíáé, ãéáôSS óå êÜèå ãýñï ï V âëÝðåé ìüíï permutations ôïõ áñœéêïý coloring, ôá ïðïSSá permutations åSSíáé, ëüãù ôùí éäéïôÞôùí ôùí commitment schemes, computationally indistinguishable ãéá äéáöïñåôéêÜ input. H ìïñöÞ ôùí transcripts åäþ åSSíáé (G, A_1, . . . A_m2 ), üðïõ: A_i = ((coloring encryption), (u, v), (c_{u,1}c_{u,2}, r_{u,1}, r_{u,2}), (c_{v,1}c_{v,2}, r_{v,1}, r_{v,2})) ÐñáãìáôéêÜ ôï ðñùôüêïëëï åSSíáé CZK êáé õðÜñœåé simulator ï ïðïSSïò ìðïñåSS íá âãÜæåé transcripts ðáñüìïéá ìå ôá áõèåíôéêÜ (computationally indistinguishable). Áõôüò äSSíåôáé óôï ðáñÜñôçìá, ìáæSS ìå ôçí ïëïêëçñùìÝíç áðüäåéîç. Ôï óõìðÝñáóìá åSSíáé üôé õðÜñœåé computationally zero knowledge áðüäåéîç, ìå äåäïìÝíï üôé õðÜñœïõí óõíáñôÞóåéò ðïõ íá åSSíáé nonuniformly secure.

input: G = (E, V ) on vertex set {1, . . . , n}, |E| = m repeat m^2 times

1. Let ϕ be the 3-coloring. P picks permutation π of {1, 2, 3} and computes c_i = π(ϕ(i)) for each vertex i. Since there are 3 colors, P needs 2 bits and encodes each c_i as sequence of 2 bits: c_i = c_{i,1}c_{i,2}. For each vertex P picks random r_{i,1}, r_{i,2} and computes R_{i,1} = f(c_{i,1}, r_{i,1}) and R_{i,2} = f(c_{i,2}, r_{i,2}). P sends (R_{1,1}, R_{1,2}, . . . , R_{n,1}, R_{n,2}) to V . f is the Goldwasser-Micali probabilistic encryption function.

2. V chooses random edge {u, v} ∈ E and sends it to P .

3. P reveals commitment sending (c_{u,1}c_{u,2}, r_{u,1}, r_{u,2}) and (c_{v,1}c_{v,2}, r_{v,1}, r_{v,2}) to V .

4. V checks that c_{v,1}c_{v,2} ≠ c_{u,1}c_{u,2} ≠ 00_{(2)}, R_{u,1} = f(c_{u,1}, r_{u,1}), R_{u,2} = f(c_{u,2}, r_{u,2}), R_{v,1} = f(c_{v,1}, r_{v,1}), R_{v,2} = f(c_{v,2}, r_{v,2}). V accepts if last step accepts in each of the m^2 rounds.

ÐSSíáêáò 5: CZK áðüäåéîç ãéá ôï G3C

5.3 CZK áðïäåSSîåéò ãéá êÜèå NP ãëþóóá

To G3C åSSíáé NP-complete ðñüâëçìá. Ìéá éäÝá èá Þôáí åðïìÝíùò ãéá êÜèå NP ðñüâëçìá, íá áíÜãåôáé áõôü óôï G3C êáé óôç óõíÝœåéá íá ãSSíåôáé ç áðüäåéîç ôïõ G3C. Áí êáé áõôü öáSSíåôáé äéáéóèçôéêÜ óùóôü, õðÜñœåé ìéá ôåœíéêÞ ëåðôïìÝñåéá ðïõ ìðïñåSS íá äçìéïõñãÞóåé ðñïâëÞìáôá.

Áò èåùñÞóïõìå ìéá NP ãëþóóá L êáé ìéá áíáãùãÞ ôçò óôï G3C, t. ÄçëáäÞ: ∀x ∈ {0, 1}^∗, x ∈ L ⇔ t(x) ∈ G3C ÁñœéêÜ ï P êáé ï V^{∗6} õðïëïãSSæïõí ôçí áíáãùãÞ t, ç ïðïSSá ëüãù ôùí éäéïôÞôùí ôùí áíáãùãþí åSSíáé ìéá ðïëõùíõìéêÞ áíáãùãÞ áëëÜ êáé áíáóôñÝøéìç ðïëõùíõìéêÜ. Ï P áñœéêïðïéåSS óáí ñïõôSSíá ôï óýóôçìá áðüäåéîÞò ôïõ ãéá ôï G3C, Ýóôù P_{G3C} ìå åSSóïäï t(x). O V^∗ ìå ôç óåéñÜ ôïõ œñçóéìïðïéåSS ôïí veri˛er ðïõ Ýœåé åíóùìáôùìÝíï ãéá ôï G3C, Ýóôù V^{∗∗}. ÄçëáäÞ Ýœïõìå ôçí åîÞò éóïäõíáìSSá: (P_{G3C} , V^{∗∗}(x))(t(x)) ≡ (P, V^∗)(x) To ðñüâëçìá Ýãêåéôáé óôï üôé ï V^{∗∗} ìðïñåSS íá œñçóéìïðïéÞóåé åêôüò áðü ôçí êáíïíéêÞ ôïõ åSSóïäï t(x) êáé ôçí áñœéêÞ åSSóïäï x, ìáèáSSíïíôáò Ýôóé ðéèáíþò ðáñáðÜíù ðëçñïöïñSSåò ãéá ôï ðñüâëçìá. Óôçí ðáñáðÜíù óœÝóç äåí ìðïñïýìå íá œñçóéìïðïéÞóïõìå ôçí áðüäåéîç ðïõ êÜíáìå ãéá ôï G3C êáèþò äåí åSSœáìå óõíõðïëïãSSóåé ôçí \âïçèçôéêÞ" åSSóïäï ôïõ veri˛er.

Áõôü ðïõ êÜíïõìå åSSíáé: ÊáôáóêåõÜæïõìå Ýíáí V^{∗∗∗}, ï ïðïSSïò ìå åSSóïäï t(x) õðïëïãSSæåé ôï x (ç t åSSíáé ðïëõùíõìéêÜ áíôéóôñÝøéìç) êáé åöáñìüæåé ôïí V^{∗∗}. Ôüôå ôï ðñùôüêïëëï (P_{G3C} , V^{∗∗∗})(t(x)) åSSíáé ÆÊ^7. ÅðïìÝíùò õðÜñœåé Ýíáò simulator M_V ∗∗∗ , þóôå ôá {M_V ∗∗∗ } êáé {V IEW^{PG3C}_V ∗∗∗ } íá åSSíáé computationally indistinguishable. Áí èÝóïõìå M_V ∗ := M_V ∗∗∗ , ôüôå èá éóœýåé êáé üôé {V IEW^P_V ∗ } åSSíáé computationally indistinguishable áðü ôï {M_V ∗ }.

Ôï óõìðÝñáóìá åSSíáé üôé üëåò ïé ãëþóóåò óôï NP Ýœïõí computationally zero knowledge áðïäåSSîåéò õðü ôçí ðñïõðüèåóç üôé õðÜñœïõí nonuniformly secure óõíáñôÞóåéò [9] (éóïäýíáìá: nonuniformly secure bit commitment schemes).

6 ÁíïéêôÜ ðñïâëÞìáôá êáé óœåôéêÜ áðïôåëÝóìáôá

Ôá åîÞò ðñïâëÞìáôá ðáñáìÝíïõí áíïéêôÜ:

• ÕðÜñœïõí CZK óõóôÞìáôá áðïäåSSîåùí ãéá óýíïëá óôï NP, œùñSSò ôéò ðñïáíáöåñèåSSóåò õðïèÝóåéò;

6O V^∗ ãåíéêÜ ìðïñåSS íá åSSíáé ïðïéïóäÞðïôå áêüìç êáé ìç Ýíôéìïò veri˛er ðïõ èÝëåé íá áðïêïìSSóåé ãíþóç áðü ôïí prover 7Ôï zero knowledge ôùí ðñùôïêüëëùí êáèïñSSæåôáé óôçí ïõóSSá áðü ôïí prover. O veri˛er ìðïñåSS íá åSSíáé üðùò åSSäáìå ïðïéïóäÞðïôå, ïóïäÞðïôå ðïíçñüò èÝëåé.

• ÕðÜñœïõí PZK óõóôÞìáôá áðïäåSSîåùí ãéá óýíïëá óôï NP, êáé áí íáé ìå ðïéåò ðñïûðïèÝóåéò; (öáSSíåôáé áðSSèáíï)

ÅðéðëÝïí Ýœåé áðïäåéœèåSS ôï ðáñáêÜôù:

Èåþñçìá 2 Áí ìéá ãëþóóá L Ýœåé perfect Þ zero knowledge óýóôçìá áðüäåéîçò, ôüôå L ∈ AM ∩ coAM.

Áò ðïýìå üôé Ýœïõìå ìéá NP -complete ãëþóóá, ç ïðïSSá áò õðïèÝóïõìå üôé Ýœåé perfect zero knowledge óýóôçìá áðüäåéîçò. Ôüôå áðü ôï ðáñáðÜíù, èá áíÞêåé óôï coAM [8] êáé åðïìÝíùò ôï óõìðëÞñùìÜ ôçò èá ðñÝðåé íá áíÞêåé óôï AM. Ôï óõìðÝñáóìá åSSíáé üôé ïé NP-complete ãëþóóåò äåí ìðïñïýí íá Ýœïõí perfect Þ zero knowledge óõóôÞìáôá, åêôüò áí üëåò ïé coNP ãëþóóåò áíÞêïõí óôï AM, êÜôé ðïõ èåùñåSSôáé áðSSèáíï.

ÿœåé åðSSóçò áðïäåéœôåSS üôé, ü,ôé áðïäåéêíýåôáé áðü Ýíá IP óýóôçìá, ìðïñåSS íá áðïäåéêôåSS óå Ýíá óýóôçìá zero knowledge, ìå ôéò SSäéåò ðñïûðïèÝóåéò ðïõ éóœýïõí êáé ãéá ôéò NP ãëþóóåò.

Èåþñçìá 3 ÊÜèå ãëþóóá óôï IP , áíÞêåé êáé óôï CZK, áí õðÜñœïõí nonuniformly secure encryption functions.

H áðüäåéîç ðïõ ðáñïõóéÜæåôáé óôï [5] œñçóéìïðïéåSS AM ðáéœíSSäéá.

7 Óýíèåóç áðïäåSSîåùí

ÅðSSóçò óôï óœåäéáóìü êñõðôïãñáöéêþí ðñùôïêüëëùí ìáò åíäéáöÝñåé ç óýíèåóç áðïäåSSîåùí ìçäåíéêÞò ãíþóçò [3]. Ãéá ðáñÜäåéãìá ìðïñåSS íá œñåéÜæåôáé óå Ýíá ðñùôüêïëëï íá ãSSíïõí ðïëëÝò \áðïäåSSîåéò" ðïõ ç êÜèå ìéá íá åSSíáé zero knowledge.

Ïñéóìüò 14 (Sequential Composition) Óôçí ðåñSSðôùóç áõôÞ ôï ðñùôüêïëëï åêôåëåSSôáé óåéñéáêÜ, ðïëõùíõìéêü áñéèìü öïñþí, ç ìSSá ìåôÜ ôçí Üëëç. Áí üëåò ïé åêôåëÝóåéò ôïõ áðïäÝœïíôáé ôüôå ôï sequential composition áðïäÝœåôáé.

Ïñéóìüò 15 (Parallel Composition) Óôçí ðåñSSðôùóç áõôÞ, ôï ðñùôüêïëëï åêôåëåSSôáé ðïëëÝò öïñÝò (ðïëõùíõìéêÜ) ðáñÜëëçëá, äçëáäÞ êÜèå ãýñïò ôïõ åêôåëåSSôáé óå üëá ôá instances ôïõ ðñùôïêüëëïõ. Áðïäåœüìáóôå áí áðïäåœôïýí üëá ôá ðñùôüêïëëá.

Ðñüôáóç 1 ( Sequential Composition Lemma ) KÜèå zero knowledge ðñùôüêïëëï, üðïõ åðéôñÝðåôáé óôïí veri˛er íá ðÜñåé âïçèçôéêü input (ôï ïðïSSï ãíùñSSæåé êáé ï simulator) ôï ïðïSSï åSSíáé áðü ðñéí êáèïñéóìÝíï êáé ìðïñåSS íá ôïí âïçèÜåé íá áðïêôÞóåé ãíþóç åSSíáé êëåéóôü õðü ôï sequential composition.

Êáé óôéò äýï ðåñéðôþóåéò ìðïñïýìå íá áíáöåñüìáóôå óå ðïëëïýò äéáöïñåôéêïýò ðéèáíÜ provers êáé veri˛ers.

Ðñüôáóç 2 ( Parallel Composition Lemma ) To zero-knowledge äåí åSSíáé ãåíéêÜ êëåéóôü õðü ôï parallel composition^8.

H éäÝá ôçò áðüäåéîçò ãéá ôï ôåëåõôáSSï åSSíáé ç åîÞò: ÿóôù Ýíáò prover P_1, ï ïðïSSïò óôÝëíåé Ýíá \ìõóôéêü" óôïí veri˛er áí êáé ìüíï áí ï ôåëåõôáSSïò áðáíôÞóåé óùóôÜ óå ìéá \äýóêïëç" åñþôçóç ôïõ prover. ÅðSSóçò ïé áðáíôÞóåéò áõôÝò áò õðïèÝóïõìå üôé åSSíáé ïëÝò indistinguishable (ìïéÜæïõí pseudorandom). Ï P_1 ìðïñåSS íá åðáëçèåýóåé áí åSSíáé óùóôÝò, áëëÜ êáíÝíáò probabilistic polytime veri˛er äåí ìðïñåSS íá ôéò áðáíôÞóåé. Ïðïôå ôï ðñùôüêïëëï åSSíáé zero knowledge. Áðü ôçí Üëëç Ýóôù Ýíáò prover P_2, o ïðïSSïò áðáíôÜ ôÝôïéåò äýóêïëåò åñùôÞóåéò óôïí veri˛er. To ðñùôüêïëëï áõôü åSSíáé ðÜëé zero knowledge ãéáôSS ôá strings ðïõ óôÝëíåé öáSSíïíôáé ðÜëé pseudorandom. Ðáñüëá áõôÜ êáé ìå ôïí êáôÜëëçëï óõãœñïíéóìü, ç ðáñÜëëçëç óýíèåóç äåí åSSíáé zero knowledge: ÿíáò veri˛er ìðïñåSS íá áðáíôÞóåé ôçí åñþôçóç ôïõ P_1, óôÝëíïíôÜò ôçí óôïí P_2 , ðáSSñíïíôáò ôçí áðÜíôçóÞ ôïõ êáé äSSíïíôáò ôçí óôïí P_1, ðáSSñíïíôáò ôï \ìõóôéêü", äçëáäÞ êÜôé ðïõ äåí ìðïñïýóå íá õðïëïãSSóåé ìüíïò ôïõ.

8ÁëëÜ õðü ðñïûðïèÝóåéò intractability ãéá ðñïâëÞìáôá üðùò ôï factoring êÜèå NP-óýíïëï Ýœåé Ýíá parallel-zero-knowledge proof, ôï ïðïSSï ìÜëéóôá Ýœåé óôáèåñü áñéèìü ãýñùí.

8 Zero Knowledge Arguments

Ìéá áèåíÝóôåñç ìïñöÞ ðñùôïêüëëùí åSSíáé ôá zero knowledge arguments. Åäþ ï prover äåí åSSíáé áðåñéüñéóôùí äõíáôïôÞôùí, áëëÜ åSSíáé êáé áõôüò probabilistic polynomial time, ï ïðïSSïò üìùò ðáSSñíåé ôá ðáñáðÜíù äåäïìÝíá ðïõ œñåéÜæåôáé áðü ìéá âïçèçôéêÞ ôáéíSSá åéóüäïõ, ôçò ïðïSSáò ôá ðåñéåœüìåíá åSSíáé ãíùóôÜ ìüíï óå áõôüí ðñéí îåêéíÞóåé ôï ðñùôüêïëëï. Óôçí ïõóSSá \œáëáñþíïõìå" ôçí áðáSSôçóç ãéá ôï soundness: Íá ìçí ìðïñåSS ïðïéïóäÞðïôå PPT P^∗ ìå âïçèçôéêü input íá \îåãåëÜóåé" ôïí veri˛er ãéá false instances. Ióœýåé ôï ðáñáêÜôù:

Èåþñçìá 4 (PZK Arguments for NP) Áí õðÜñœïõí nonuniform one way óõíáñôÞóåéò, ôüôå êÜèå ãëþóóá óôï NP Ýœåé perfect zero knowledge argument [6].

Ç áñœéêÞ éäÝá äéáôõðþèçêå ìå ôçí ðñïûðüèåóç ôïõ intractability ôïõ QUADRADIC RESIDUOSITY.

ÐáñáôçñåSS êáíåSSò üôé ãSSíåôáé ìéá \áíôáëëáãÞ" óôï åSSäïò ôïõ zero knowledge êáé ôéò éêáíüôçôåò ôïõ prover. Ãéá êÜèå ãëþóóá óôï NP ìðïñïýìå åSSôå íá ðåôýœïõìå ìüíï computational zero knowledge ìå áðüëõôï soundness, åSSôå áðüëõôï zero knowledge ìå computational soundness.

9 ÁðïäåSSîåéò ãíþóçò ìçäåíéêÞò ãíþóçò

H Ýííïéá ôùí áðïäåSSîåùí ãíþóçò (proofs of knowledge) [4] åSSíáé ëSSãï äéáöïñåôéêÞ. Óôá ðáñáðÜíù ðáñáäåSSãìáôá åSSœáìå Ýíá óôïéœåSSï x êáé ï prover áðïäåSSêíõå üôé x ∈ L. Ãéá ðáñÜäåéãìá áí åSSœáìå ìéá öüñìïõëá CNF, ï prover áðïäåSSêíõå üôé åSSíáé satis˛able. Åäþ åíäéáöÝñåé íá áðïäåéêíýåôáé üôé ï prover \ãíùñSSæåé" Ýíá satsifying assignment ãéá ôçí öüñìïõëá . Ãéá ðáñÜäåéãìá ï prover èá ìðïñïýóå íá åSSíáé êáé áõôüò PPT, êáé íá ðáSSñíåé ôï satisfying assigment óáí åSSóïäï óå ìéá âïçèçôéêÞ ôáéíSSá. Ôüôå óêïðüò ôïõ èá Þôáí íá áðïäåSSîåé üôé îÝñåé üíôùò ôï satisfying assigment. ÅðéðëÝïí åíäéáöÝñåé ç áðüäåéîç áõôÞ íá åSSíáé zero knowledge, ìå ôçí Ýííïéá ðïõ áíáöÝñáìå ðáñáðÜíù.

Ôï üôé ï prover \ãíùñSSæåé" Ýíá ôÝôïéï óôïéœåSSï (ð.œ. Ýíá 3-coloring ãéá Ýíá ãñÜöï), óçìáSSíåé üôé õðÜñœåé ìéá ìçœáíÞ ðïõ èá ëÝãåôáé \knowledge extractor", ç ïðïSSá œñçóéìïðïéþíôáò ôïí prover óáí oracle, ìðïñåSS íá êáôáóêåõÜóåé ôï óôïéœåSSï áõôü áðïäïôéêÜ.

Ïñéóìüò 16 (Witness Relation) ÿóôù R ⊆ {0, 1}^∗ × {0, 1}^∗ ìéá äõáäéêÞ óœÝóç. Ôüôå ïñSSæïõìå ìéá ãëþóóá L_R := {x|∃s.(x, s) ∈ R}. Áí õðÜñœåé ôÝôïéï s, ôï s ïíïìÜæåôáé witness ãéá ôï x. Ãéá ðáñÜäåéãìá ìéá ãëþóóá óôï NP ïñSSæåôáé ùò ìéá L_R, üðïõ ç óõììåôïœÞ óôçí R ìðïñåSS íá åëåãœèåSS ðïëõùíõìéêÜ êáé ãéá ôï witness s ðïõ áíôéóôïéœåSS óôï ðñüâëçìá x éóœýåé |s| ≤ |x|^k ãéá êÜðïéï k.

Ïñéóìüò 17 ( ÓõíÜñôçóç ìçíõìÜôùí ôïõ P ) ÿóôù P_{x,y,r,}(m) ôï ìÞíõìá ðïõ óôÝëíåé ï P üôáí Ýœåé áñœéêÞ åSSóïäï x, âïçèçôéêÞ åSSóïäï y, êáé ôõœáSSá åSSóïäï r, üôáí ëÜâåé óôï ðñùôüêïëëï ôá ìçíýìáôá m. Ç P_{x,y,z} èá ëÝãåôáé óõíÜñôçóç ìçíõìÜôùí ôïõ P .

Óêïðüò ìáò åSSíáé ïé knowledge extractors íá åSSíáé oracle machines ðïõ Ýœïõí ðñüóâáóç óôç óõíÜñôçóç áõôÞ. Ï œñüíïò åêôÝëåóçò ôùí knowledge extractors èá åSSíáé áíôSSóôïöá áíÜëïãïò (êáôÜ Ýíáí ðïëõùíõìéêü ðáñÜãïíôá) ôçò ðéèáíüôçôáò ìå ôçí ïðïSSá áðïäÝœåôáé ï veri˛er.

Ïñéóìüò 18 ( Knowledge Veri˛er ) ÿóôù óœÝóç R. ÿíáò interactive áëãüñéèìïò V èá ëÝãåôáé knowledge veri˛er ãéá ôç óœÝóç R, áí éóœýïõí:

• ÕðÜñœåé interactive áëãüñéèìïò P , ô.þ ∀(x, y) ∈ R, üëá ôá interactions (P, V ) ìå åSSóïäï x êáé âïçèçôéêÞ åSSóïäï y ãéá ôïí P áðïäÝœïíôáé.

• ÕðÜñœåé ìéá óôáèåñÜ m, êáé ìéá oracle machine K (universal knowledge extractor), þóôå ∀x ∈ L_R, ∀y, r, ç K êÜíåé ôá åîÞò: Áí ç ðéèáíüôçôá ï V íá áðïäÝœåôáé óôá interactions ìå ôïí P åSSíáé p(x), ç ìçœáíÞ áõôÞ åîÜãåé Ýíá s, þóôå (x, s) ∈ R êáé ôåñìáôSSæåé óå expected áñéèìü âçìÜôùí: |x|^m p(x) Ïñéóìüò 19 ( Óýóôçìá áðïäåSSîåùí ãíþóçò ) Ôï ðñùôüêïëëï (P, V ), üðïõ éóœýåé ç ðñþôç óõíèÞêç êáé üðïõ ï V åSSíáé knowledge veri˛er, åSSíáé Ýíá óýóôçìá áðïäåSSîåùí ãíþóçò.

Ôá óõóôÞìáôá ðïõ ðåñéãñÜøáìå óå ðñïçãïýìåíåò åíüôçôåò åSSíáé óõóôÞìáôá áðïäåSSîåùí ãíþóçò.

9.1 ÅöáñìïãÞ óôçí ôáõôïðïSSçóç œñçóôþí

Ôá óõóôÞìáôá áõôÜ ìðïñïýí íá œñçóéìïðïéçèïýí ãéá ôçí ôáõôïðïSSçóç œñçóôþí. H éäÝá åSSíáé ç åîÞò: ÊÜèå œñÞóôçò áðïèçêåýåé Ýíá äýóêïëï ðñüâëçìá, ð.œ. Ýíá èåþñçìá óå Ýíá äçìüóéï áñœåSSï. Ôçí áðüäåéîç ôïõ èåùñÞìáôïò îÝñåé ìüíï áõôüò (ð.œ. ôïõ Ýœåé äoèåSS áñœéêÜ). Ãéá íá áíáãíùñéóôåSS ï œñÞóôçò áðü ôï óýóôçìá áðïäåéêíýåé üôé ãíùñSSæåé ôçí áðüäåéîç óôï èåþñçìá áõôü. Áí ç áðüäåéîç åSSíáé ðåéóôéêÞ, ôüôå áðïêôÜ ðñüóâáóç. Áí ôï ðñùôüêïëï åSSíáé ìçäåíéêÞò ãíþóçò, áõôü åããõÜôáé üôé êáíÝíáò eavesdropper ðïõ ðáñáêïëïõèåSS ôç äéáäéêáóSSá äåí ìðïñåSS íá ìÜèåé áñêåôÜ ãéá íá áðïêôÞóåé êáé áõôüò ðñüóâáóç.

Ôï óœÞìá ôáõôïðïSSçóçò Fiat-Shamir [7] åSSíáé Ýíá ôÝôïéï óýóôçìá ìçäåíéêÞò ãíþóçò. Óôïí ÐSSíáêá 6 öáSSíåôáé ç åãêáôÜóôáóç ôïõ ðñùôïêüëëïõ êáé óôïí ÐSSíáêá 7 öáSSíåôáé ç äéáäéêáóSSá ôáõôïðïSSçóçò.

• trusted authority publishes n with unknown factorization n = p · q.

• P chooses random S, where 1 < S < n and gcd(S, n) = 1.

• P computes I = S^2modn, publishes I.

Purpose: P has to convince V thah he knows the secret S.

ÐSSíáêáò 6: ÁñœéêïðïSSçóç ôïõ ðñùôïêüëëïõ FS

V must be convinced that P knows the secret S, corresponding to (I, n). repeat t times (t is a security parameter)

• P chooses at random R, where 1 < R < n, and computes X = R^2modn.

• P sends X to V .

• V guesses a random i ∈ {0, 1}.

• if i = 0 then P sends R, else (R · S)modn.

• V checks that R^2 ≡ X(modn) if i = 0, else checks that (R · S)^2 ≡ X · I(modn). V accepts if last step accepts in each of the t rounds.

ÐSSíáêáò 7: Ðñùôüêïëëï FS

ÐáñÜñôçìá A Boolean Circuits êáé Nonuniform Complexity

Ïé ïéêïãÝíåéåò êõêëùìÜôùí ðïëõõùíõìéêïý ìåãÝèïõò áíáöÝñïíôáé ðïëý óõœíÜ óáí êñéôÝò óå óõóôÞìáôá ìçäåíéêÞò ãíþóçò. ÁíáöÝñïõìå ôïõò óœåôéêïýò ïñéóìïýò êáé ìåñéêÝò œñÞóéìåò ðñïôÜóåéò. Ãéá ðåñéóóüôåñåò ëåðôïìÝñåéåò ìðïñåSS êáíåSSò íá áíáöåñèåSS óôï [1].

Ïñéóìüò 20 (Boolean Circuit) ÿíá Boolean Circuit åSSíáé Ýíáò áêõêëéêüò êáôåõèõíüìåíïò ãñÜöïò C = (V, E), üðïõ ôá óôïéœåSSá ôïõ V êáëïýíôáé ðýëåò ôïõ êõêëþìáôïò. ĳëïé ïé êüìâïé ôïõ êõêëþìáôïò Ýœïõí ðñüóâáèìï 0, 1 Þ 2. ÊÜèå ðýëç åSSíáé åíüò åSSäïõò. Ôá åSSäç åSSíáé true, false, ∨, ∧, ¬, x_1, x_2, . . ., üðïõ x_i ìåôáâëçôÝò. Ðýëåò ìå ðñüóâáèìï 0 ïíïìÜæïíôáé ðýëåò åéóüäïõ ôïõ êõêëþìáôïò êáé ôï åSSäïò ôïõò åSSíáé ðÜíôá true, false Þ x_i. Ïé ðýëåò ∨, ∧ Ýœïõí ðñüóâáèìï 2, ç ðýëç ¬ Ýœåé 1. ÕðÜñœåé ôÝëïò ìïíáäéêÞ ðýëç ðïõ Ýœåé áðüâáèìï 0 êáé ïíïìÜæåôáé ðýëç åîüäïõ ôïõ êõêëþìáôïò.

Óáí ìÝãåèïò åíüò êõêëþìáôïò áíáöÝñïõìå ôï ðëÞèïò ôùí ðõëþí. Ôá êõêëþìáôá áíôéóôïéœïýí óå õðïëïãéóìïýò ëïãéêþí óõíáñôÞóåùí, üðïõ óôéò åéóüäïõò áíáèÝôïõìå óôáèåñÝò Þ ìåôáâëçôÝò. Óôéò ðýëåò ôïõ êõêëþìáôïò áíôéóôïéœSSæïõìå ôéò êáôÜëëçëåò ëïãéêÝò óõíáñôÞóåéò êáé óôçí Ýîïäï ðáSSñíïõìå ôçí Ýîïäï ôçò óõíÜñôçóçò.

∨

∨

� � � �

∧

� � � � � � � � ¬ � � � � �

x_1 � � � � � � � � � x_2 � � � x_3

�

Åéêüíá 2: Boolean Circuit ãéá ôç óõíÜñôçóç f(x_1, x_2, x_3) = (x_1 ∧ x_2) ∨ (x_3 ∨ ¬x_1)

Ïñéóìüò 21 (ÏéêïãÝíåéá êõêëùìÜôùí) ÏñSSæïõìå óáí ïéêïãÝíåéá êõêëùìÜôùí (circuit family) ôçí (ðéèáíÜ Üðåéñç) áêïëïõèSSá C = {C_0, C_1, . . .}, üðïõ C_i êýêëùìá ìå i åéóüäïõò.

Ïñéóìüò 22 (Ðïëõùíõìéêïý ìåãÝèïõò ïéêïãÝíåéá êõêëùìÜôùí) ÿóôù ãëþóóá L ⊆ {0, 1}^∗. Ôüôå èá ëÝìå üôé ç ãëþóóá Ýœåé ðïë/êïý ìåãÝèïõò ïéêïãÝíåéá êõêëùìÜôùí (polynomial size circuit family) áí õðÜñœåé ìéá ïéêïãÝíåéá êõêëùìÜôùí C, þóôå:

• size(C_n) ≤ p(n) ãéá êÜðïéï óôáèåñü ðïëõþíõìï p. • ∀x ∈ {0, 1}^∗, x ∈ L ⇔ C_{|x|}(x) = true. Ïé ãëþóóåò ðïõ Ýœïõí ðïëõùíõìéêÝò ïéêïãÝíåéåò êõêëùìÜôùí áíÞêïõí óôçí êëÜóç ðïëõðëïêüôçôáò P/poly.

H êëÜóç ðïëõðëïêüôçôáò áõôÞ åSSíáé ðéï éóœõñÞ áðü ôçí êëÜóç ôùí ðïëõùíõìéêþí áëãïñSSèìùí, ãéáôSS ç êáôáóêåõÞ ôùí êõêëùìÜôùí ìðïñåSS íá œñåéÜæåôáé ìç öñáãìÝíç õðïëïãéóôéêÞ éóœý. ÿœïíôáò ôï ìÞêïò åíüò êõêëþìáôïò åðéôñÝðåôáé äçëáäÞ íá œñåéÜæåôáé ìç öñáãìÝíç éóœý ãéá íá êáôáóêåõáóôåSS ôï êáôÜëëçëï êýêëùìá ðïõ èá áíáãíùñSSæåé ôéò åéóüäïõò áõôïý ôïõ ìÞêïõò. Áí õðÜñœåé logn-space ìçœáíÞ Turing ç ïðïSSá ìå åSSóïäï 1^n, äSSíåé ôï áíôSSóôïéœï C_n, ôüôå ëÝìå üôé ç ïéêïãÝíåéá C åSSíáé uniform. Áí ãéá êÜðïéï n œñåéáæüìáóôå ìç öñáãìÝíç éóœý ãéá íá ðáñÜãïõìå ôï C_n, ôüôå ç ïéêïãÝíåéá œáñáêôçñSSæåôáé óáí non-uniform. ÕðÜñœïõí ïñéóìÝíåò œñÞóéìåò ðñïôÜóåéò ãéá ôçí êëÜóç P/poly:

1. P ⊆ P/poly. Áõôü ðñïêýðôåé áðü üôé ôï CIRCUIT VALUE åSSíáé P-complete ðñüâëçìá, ç êáôáóêåõÞ ôùí êõêëùìÜôùí ìÜëéóôá ãSSíåôáé óå logn-space êáé Üñá êÜèå ãëþóóá óôï P Ýœåé uniformly polynomial size circuit family. 2. BP P ⊆ P/poly. 3. ÅéêáóSSá: Ôá NP -complete ðñïâëÞìáôá äåí Ýœïõí uniformly polynomial size circuits.

4. P/poly ⊈ NP . Ç êëáóç P/poly áðïöáóSSæåé áêüìç êáé ãéá êÜðïéåò undecidable(!) ãëþóóåò. Ð.œ.

L = {1^n|(M_n; x) ∈ HALT ING}. Ðñïöáíþò ç L åSSíáé undecidable. Ïé óõìâïëïóåéñÝò ôçò ãëþóóáò åSSíáé ôá 1^n, êáé åðïìÝíùò õðÜñœåé ìüíï ìéá óõìâïëïóåéñÜ ãéá äåäïìÝíï ìÞêïò. ÿóôù ãéá Ýíá n, A_n Ýíá êýêëùìá ðïõ äSSíåé 1 áí ç åSSóïäüò ôïõ åSSíáé ç 1^n. ÅðSSóçò Ýóôù B_n Ýíá êýêëùìá ðïõ äSSíåé 0 ðÜíôá. Ðñïöáíþò Ýíá áðü ôá äýï åSSíáé ôï óùóôü ãéá ôï ìÞêïò n. ÅðéëÝãïõìå C_n íá åSSíáé ôï óùóôü áðü áõôÜ ôá äýï^9.

9Äåí õðÜñœåé ðáñüëá áõôÜ ìçœáíÞ Turing ðïõ èá ìáò Ýäéíå ôï óùóôü áðü áõôÜ ôá äýï.

ÐáñÜñôçìá B To Graph-3-Coloring åSSíáé ZK

ÓõíáñôÞóåéò êñõðôïãñÜöçóçò êáé hybrid arguments

Åäþ äåí èá œñçóéìïðïéÞóïõìå ôá bit commitments ðïõ œñçóéìïðïéÞóáìå ðáñáðÜíù, áëëÜ ãéá áðëüôçôá èá ìéëÞóïõìå ãéá óõíáñôÞóåéò ï ïðïSSåò êùäéêïðïéoýí ïëüêëçñï ôï œñþìá åíüò êüìâïõ, Ýœïíôáò ðáñüìïéåò éäéüôçôåò áóöÜëåéáò. Ïé äýï ðñïóåããSSóåéò åSSíáé éóïäýíáìåò.

Ïñéóìüò 23 (Encryption Function) Ìéá óõíÜñôçóç f : {0, 1, 2, 3}×{0, 1}^∗ → {0, 1}^∗ èá ëÝãåôáé encryption function áí åSSíáé ðïëõùíõìéêÜ õðïëïãSSóéìç êáé éóœýåé üôé ∀x ≠ y ∈ {0, 1, 2, 3}, ∀r, s ∈ {0, 1}^∗f(x, r) ≠ f(y, s) Ïñéóìüò 24 (Probabilistic Encryption) Áí ôá äåýôåñá ïñSSóìáôá ðáSSñíïíôáé ôõœáSSá áðü ôï {0, 1}^n, ôüôå ïñSSæåôáé ç ôõœáSSá ìåôáâëçôÞ f_n(x) = f(x, r) üðïõ r ôõœáSSïò.

Ïñéóìüò 25 (Secure Function) Ç f ëÝãåôáé secure áí ∀x ≠ y, {f_n(x)} êáé {f_n(y)} åSSíáé computationally indistinguishable.

Ïñéóìüò 26 (Nonuniformly Secure) Ç f ëÝãåôáé nonuniformly secure áí ∀x ≠ y, {f_n(x)} êáé {f_n(y)} åSSíáé indistinguishable áðü ðïëõùíõìéêïý ìåãÝèïõò ïéêïãÝíåéåò êõêëùìÜôùí. ÄçëáäÞ ∀C = {C_n} polysize circuits, ∀c > 0, ∀n áñêåôÜ ìåãÜëï: |prob(C_n(f_n(x)) = 1) − prob(C_n(f_n(y)) = 1)| < 1/n^c ËÞììá 1 (Hybrid Argument) ÿóôù a^1, a^2, . . . êáé b^1, b^2, . . ., áêïëïõèSSåò þóôå ôï êÜèå óôïéœåSSï íá åSSíáé áêïëïõèSSá ìå ðïëõùíõìéêÜ öñáãìÝíï ìÞêïò, äçëáäÞ a^n = a^n_1 . . . a^n_k êáé áíôSSóôïéœá ãéá ôï b^n. ÅðSSóçò óõìâïëSSæïõìå ìå f_n(a^n) ôá encryptions êÜèå åíüò óôïéœåSSï ôïõ a^n, äçë. ôá f_n(a^n_1 ) . . . f_n(a^n_k ) êáé üìïéá ãéá ôï b^n. Ôüôå ∀C = {C_n} polysize circuits, ∀c > 0, ∀n áñêåôÜ ìåãÜëï: |prob(C_n(f_n(a^n)) = 1) − prob(C_n(f_n(b^n)) = 1)| < 1/n^c Áðüäåéîç: Ìå áðáãùãÞ óå Üôïðï. ÿóôù üôé õðÜñœåé ôÝôïéá ïéêïãÝíåéá êõêëùìÜôùí. Èåùñïýìå ôçí áêïëïõèSSá c (hybrid sequence) ãéá ôçí ïðïSSá éóœýåé:

c^n_0 = a^n_1 . . . a^nk ≡ a^n c^n_1 = a^n_1 . . . a^nk_{−1}b^nk . . . c^nk_{−1} = a^n_1 b^n_2 . . . b^nk c^nk = b^n_1 b^n_2 . . . b^nk ≡ b^n

ĳìïéá ìå ðñéí ìðïñïýìå íá õðïëïãSSóïõìå ãéá êÜèå ôÝôïéá áêïëïõèSSá ôï encryption ôçò ð.œ. ãéá ôï c^n_0 , Ýœïõìå f_n(c^n_0 ). Ôþñá áöïý õðïèÝóáìå üôé õðÜñœåé ôÝôïéá ïéêïãÝíåéá êõêëùìÜôùí, ìå ôçí ðáñáôÞñçóç üôé ç áñœéêÞ êáé ç ôåëéêÞ áêïëïõèSSá ôáõôSSæïíôáé ìå ôéò a_n êáé b_n, èá éóœýåé üôé:

|prob(C_n(f_n(c^n_0 )) = 1) − prob(C_n(f_n(c^nk )) = 1)| > 1/n^c

Áðü áõôü óõìðåñáSSíïõìå üôé õðÜñœåé Ýíá æåýãïò äéáäïœéêþí óôïéœåSSùí ôçò áêïëïõèSSáò c^n, ôá ïðïSSá Ýœïõí äéáêñSSóéìç nonuniform áðüóôáóç, ãéáôSS áëëéþò, áí üëá ôá æåõãÜñéá åSSœáí áìåëçôÝá áðüóôáóç, êáé ïé áñœéêÝò êáé ôåëéêÝò ôéìÝò èá åSSœáí áìåëçôÝá áðüóôáóç. ÄçëáäÞ õðÜñœåé l, ô.þ:

|prob(C_n(f_n(c^n_l )) = 1) − prob(C_n(f_n(c^n_{l+1})) = 1)| > 1/n^c ĳìùò Ýœïõìå üôé:

f_n(c^n_l ) = f_n(a^n_1 ) . . . f_n(a^nk_{−l})f_n(b^nk_{−l+1}) . . . f_n(b^nk ) f_n(c^n_{l+1}) = f_n(a^n_1 ) . . . f_n(b^nk_{−l})f_n(b^nk_{−l+1}) . . . f_n(b^nk )

ÐñáêôéêÜ áõôü åSSíáé óáí íá Ýœïõìå Ýíá óýíïëï ôõœáSSùí ìåôáâëçôþí X_i ðïõ áíôéóôïéœïýí óôá f_n(a^n_i ) êáé Y_i, ðïõ áíôéóôïéœïýí óôá f_n(b^n_i ) êáé éóœýåé üôé: |prob(C_n(X_1, . . . X_nk_{−l} . . . Y_nk ) = 1) − prob(C_n(X_1, . . . Y_nk_{−l} . . . Y_nk ) = 1)| > 1/n^c Áí èåùñÞóù áíåîáñôçóSSá, ôüôå: prob(C_n(X_1, . . . X_nk_{−l} . . . Y_nk ) = 1) − prob(C_n(X_1, . . . Y_nk_{−l} . . . Y_nk ) = 1) = ∑ y_{nk} . . . ∑ y_{nk −l+1} ∑ x_{nk−l} . . . ∑ x_1 prob(C_n(X) = 1|X = X_1 . . . X_nk_{−l} . . . Y_nk ) prob(X_1 = x_1) . . . prob(X_nk_{−l} = x_nk_{−l}) . . . prob(Y_nk = y_nk )− ∑ y_{nk} . . . ∑ y_{nk−l+1} ∑ y_{nk −l} . . . ∑ x_1 prob(C_n(X) = 1|X = X_1 . . . Y_nk_{−l} . . . Y_nk ) prob(X_1 = x_1) . . . prob(Y_nk_{−l} = y_nk_{−l}) . . . prob(Y_nk = y_nk )

Œñçóéìïðïéþíôáò Ýíá ãåíéêåõìÝíï argument ãéá ìÝóï üñï^{10} ìðïñïýìå íá óõìðåñÜíïõìå üôé õðÜñœïõí óôáèåñÜ (x^′_1, . . . x^′_{nk −l−1} êáé y^′_{nk −l+1} . . . y_nk , ô.þ. |prob(C_n(x^′_1 . . . X_nk_{−l} . . . y^′_nk ) = 1) − prob(C_n(x^′_1 . . . Y_nk_{−l} . . . y^′_nk ) = 1) > 1/n^c Áí èåùñÞóïõìå ìéá íÝá ïéêïãÝíåéá êõêëùìÜôùí C^′ = {C^′_n} þóôå C^′_n(X) = C_n(x^′_1 . . . X . . . y^′_nk ) ôüôå èá éóœýåé: |prob(C^′_n(X_nk_{−l}) = 1) − prob(C^′_n(Y_nk_{−l}) = 1)| > 1/n^c ÄçëáäÞ: |prob(C^′_n(f_n(a^nk_{−l})) = 1) − prob(C^′_n(f_n(b^nk_{−l})) = 1)| > 1/n^c Áõôü üìùò åSSíáé Üôïðï ãéáôSS ç f åSSíáé nonuniformly secure. □

Ðñùôüêïëëï ãéá ôï G3C

Åäþ ðáñïõóéÜæïõìå ôï ðñùôüêïëëï ãéá ôï G3C âáóéóìÝíï üœé óå bit commitment áëëÜ óå nonuniformly secure encryption óõíÜñôçóç f [9].

ÐáñáêÜôù åSSíáé ï simulator ãéá ôï ðñùôüêïëëï áõôü.

ÌåñéêïSS óõìâïëéóìïSS. Èá óõìâïëSSæïõìå ìå msg^{ϕ,π}_{P V} ôï (π(ϕ(1)), . . . π(ϕ(n))), üðùò áõôÜ äSSíïíôáé óå êÜðïéï ãýñï áðü ôï ðñùôüêïëëï. ÅðSSóçò èá óõìâïëSSæïõìå ìå msg^{(u,v)(a,b)}_M ôï (c_1, . . . , c_n), üðïõ c_i = 0 ãéá i ≠ u, v, c_u = a, c_v = b.

Ðñüôáóç 3 (Ï simulator åSSíáé expected polytime)

10ĳôáí ∑ a ϕ(a) > ϵ, ôüôå õðÜñœåé Ýíá a^′, ô.þ. ϕ(a^′) > ϵ.

input: G = (E, V ) on vertex set {1, . . . , n}, |E| = m repeat m^2 times

1. P chooses permutation π of coloring and random r_v for each vertex v. P computes: F_v = f(π(ϕ(v)), r_v ), and sends F_1, F_2 . . . F_n.

2. V chooses randomly edge e and sends it to P .

3. if e = {u, v} ∈ E, P sends (π(ϕ(u)), r_u), (π(ϕ(v)), r_v ), else sends zero as permutation.

4. V checks that F_u = f(π(ϕ(u)), r_u), F_v = f(π(ϕ(v)), r_v ), π(ϕ(u)) ≠ π(ϕ(v)), and π(ϕ(u)) ∈ {1, 2, 3}, π(ϕ(v)) ∈ {1, 2, 3}. V accepts if last step accepts in each of the m^2 rounds.

ÐSSíáêáò 8: CZK áðüäåéîç ãéá ôï G3C

input: G = (E, V ) on vertex set {1, . . . , n}, |E| = m repeat m^2 times

1. Pick randomly an edge (u, v) ∈ E and random di¸erent colors a, b.

2. For each vertex i ∈ V , pick random r_i and compute:

F_i = f(0, r_i) ∀i ≠ u, v f(a, r_i) i = u f(b, r_i) i = v 3. Call V^∗ with input F_i vector, and the rest of the tape history, and get challenge e.

4. if e = {u, v} append (F_i, e, (a, r_u), (b, r_v )) to tape, else goto previous step. V Stop after m^2 rounds.

ÐSSíáêáò 9: Simulator M_V ∗ ãéá ôï G3C

Áðüäåéîç: Ç ðéèáíüôçôá ï simulator íá ðåôýœåé ôï challenge ôïõ veri˛er óå êÜðïéá åðáíÜëçøç (åóùôåñéêÞ) åSSíáé ç: prob_{(u,v)∈RE} (V^∗(f_n(msg^{(u,v)(a,b)}_M )) = (u, v)) = ∑ (u,v) (1/m)prob(V ∗ (f_n(msg^{(u,v)(a,b)}_M ))) = (u, v)) ĳìùò áðü ôï ëÞììá ðáñáðÜíù èá ðñÝðåé íá éóœýåé: |prob(V^∗(f_n(msg^{(u,v)(a,b)} M )) = (u, v)) − prob(V^∗(f_n(msg^{(r,s)(a,b)}_M )) = (u, v))| < 1/n^2 ÃéáôSS áëëéþò ï V^∗ èá Þôáí distinguisher ãéá ôçí f_n(msg^{(u,v)(a,b)}_M ). ÅðïìÝíùò ãéá áñêåôÜ ìåãÜëá n Ýœïõìå: prob(V^∗(f_n(msg^{(u,v)(a,b)} M )) = (u, v)) > prob(V^∗(f_n(msg^{(r,s)(a,b)}_M )) = (u, v)) − 1/n^2 ÅðïìÝíùò: ∑ (u,v) 1 m prob(V^∗(f_n(msg^{(u,v)(a,b)} M )) = (u, v)) > ∑ (u,v) 1 m (prob(V^∗(f_n(msg^{(r,s)(a,b)}_M )) = (u, v)) − 1/n^2) ≥ ∑ (u,v) 1 m (prob(V^∗(f_n(msg^{(r,s)(a,b)}_M )) = (u, v)) − 1/2m) > ∑ (u,v) 1 m (prob(V^∗(f_n(msg^{(r,s)(a,b)}_M )) = (u, v)) − 1/2) = 1 m ((prob(V^∗(f_n(msg^{(r,s)(a,b)}_M )) ∈ E) − 1/2) = 1 m (1 − 1/2) = 1/2m

ÅðïìÝíùò êÜèå 2m åóùôåñéêÝò åðáíáëÞøåéò èá ðåôõœáSSíåé ôï challenge ôïõ ðñùôïêüëëïõ êáé åðïìÝíùò åSSíáé expected polytime. □

Ðñüôáóç 4 (Ôá {M_V ∗ } êáé {V IEW^P_V ∗ } åSSíáé nonuniformly indistinguishable)

Áðüäåéîç: ÿóôù üôé õðÜñœåé ðïëõùíõìéêïý ìåãÝèïõò ïéêïãÝíåéá êõêëùìÜôùí C = {C_n} ðïõ äéáêñSSíåé ôá äýï óýíïëá. ÄçëáäÞ Ýóôù üôé ∀c > 0, ∀ V áñêåôÜ ìåãÜëï: |prob(C_{|V |}(M_V ∗ (G)) = 1) − prob(C_{|V |}(V IEW (G)) = 1)| > 1/|V |^c ÿíá ôõðéêü transcript Ýœåé ôç ìïñöÞ:

(G, r, (R_1, e_1, R^′_1) . . . (R_m2 , e_m2 , R^′_m2 ))

üðïõ G o ãñÜöïò, r ôá coin tosses ôïõ veri˛er, R_i ôá åêÜóôïôå encryptions ôïõ permutation ôïõ coloring, e_i ôá challenges ôïõ veri˛er, R^′_i ïé áðïêáëýøåéò ôïõ prover.

ÊáôáóêåõÜæïõìå ôçí õâñéäéêÞ áêïëïõèSSá Π ãéá ôçí ïðïSSá éóœýåé üôé Π^i ðåñéÝœåé ôá G, r êáé ôéò ðñþôåò i ôñéÜäåò áðü ôçí V IEW åíþ ôéò õðüëïéðåò m^2 − 1 áðü ôçí M_V 2 . Ôüôå èá éóœýåé üôé Π^0 ≡ M_V ∗ (G) êáé Π^{m2} ≡ V IEW (G). ĳìïéá ìå ðñïçãïýìåíá áí õðÜñœåé ïéêïãÝíåéá êõêëùìÜôùí ðïõ áíáãíùñSSæåé ôá áêñáSSá óôïéœåSSá, ôüôå áíáãíùñSSæåé êáé êÜðïéï ãåéôïíéêü æåýãïò. ÄçëáäÞ: ∃i, |prob(C_n(Π^i) = 1) − prob(C_n(Π^{i+1}) = 1)| > 1/n^c Ìå œñÞóç åíüò argument ãéá ìÝóï üñï êáé ìå äåäïìÝíï üôé ôá ãåéôïíéêÜ ìÝëç ôçò áêïëïõèSSáò Π äéáöÝñïõí ìüíï óå Ýíá óôïéœåSSï, ìðïñåSS íá ðñïêýøåé êáé ðÜëé üôé õðÜñœåé ìéá Üëëç ïéêïãÝíåéá êõêëùìÜôùí ðïõ áíáãíùñSSæåé áõôÜ ôá óôïéœåSSá. ÈÝôïõìå êáôÜëëçëá óýìâïëá ãéá áõôÜ áêñéâþò ôá óôïéœåSSá: Π_{P V} = (f_n(msg^{ϕ,π}_{P V} ), (u, v), (π(ϕ(u)), r_u ), (π(ϕ(v)), r_v )) Π_M = (f_n(msg^{(u,v)(a,b)} M ), (u, v), (a, r_u), (b, r_v ))

üðïõ óôçí ðñþôç ðåñSSðôùóç ôï (u,v) Ýœåé ðñïêýøåé áðü êëÞóç óôïí veri˛er ìå ôï f_n(msg^{ϕ,π}_{P V} )åíþ óôç äåýôåñç Ýœåé ðñïêýøåé êáé ðÜëé áðü êëÞóç óôïí ðñáãìáôéêü veri˛er ìå ôï f_n(msg^{(u,v)(a,b)}_M ). ÌéëÜìå ãéá ôéò ôñéÜäåò ðïõ äéáöÝñïõí óôá ãåéôïíéêÜ ìÝëç ôçò áêïëïõèSSáò Π. ÕðÜñœåé åðïìÝíùò ìéá ïéêïãÝíåéá C_0 = {C_{n0}} ãéá ôçí ïðïSSá éóœýåé:

|prob(C_{n0}(Π_{P V} ) = 1) − prob(C_{n0}(Π_M ) = 1)| > 1/n^c ÅðSSóçò åéóÜãïõìå ôïõò ðáñáêÜôù óõìâïëéóìïýò: msg1 = 0^{3n} msg2 = 1^n2^n3^n

ÄçëáäÞ êáôáóêåõÜæïõìå äýï ìçíýìáôá, ôï Ýíá áðü 3n ìçäåíéêÜ êáé ôï Üëëï áðü n 1, áêïëïõèïýìåíá áðü n 2, áêïëïõèïýìåíá áðü n 3. Ôá encryptions áõôþí ôùí ìçíõìÜôùí åSSíáé áðü ôï ëÞììá indistiguishable áðü ðïëõùíõìéêÝò ïéêïãÝíåéåò êõêëùìÜôùí. Åäþ èá äåSSîïõìå üôé ìðïñïýìå íá œñçóéìïðïéÞóïõìå ôçí {C_{n0}} ãéá íá êáôáóêåõÜóïõìå ìéá ôÝôïéá ïéêïãÝíåéá. ÿóôù ìéá ïéêïãÝíåéá êõêëùìÜôùí ô.þ. ôï C^′_n íá äÝœåôáé åéóüäïõò ìåãÝèïõò 3n. To êýêëùìá áõôü êÜíåé ôá åîÞò:

Äýï ðáñáôçñÞóåéò: ĳôáí êëçèåSS ôï C^′_n ìå åSSóïäï f_n(msg1) ìðïñåSS êáíåSSò åýêïëá íá äåSS üôé ôï V^∗ èá êëçèåSS ìå ôçí áðü ôçí êáôáíïìÞ f_n(msg^{(u,v)(a,b)}_M ), åíþ üôáí êëçèåSS ôï C^′_n ìå åSSóïäï ôï f_n(msg2) èá êëçèåSS ï V^∗ ìå åSSóïäï áðü ôçí êáôáíïìÞ f_n(msg^{ϕ,π}_{P V} ). ÊáôáñœÞí êáé ðÜëé ëüãù ôïõ ëÞììáôïò èá ðñÝðåé íá éóœýåé: |prob(V^∗(f_n(msg^{(u,v)(a,b)} M )) = (u, v)) − prob(V^∗(f_n(msg^{ϕ,π}_{P V} )) = (u, v))| < 1/n^c input: t_1, . . . , t_{3n} where t_i ∈ {0, 1}^∗

1. Pick randomly (u, v) ∈ E, π random permutation, r_u, r_v random integers in {0, 1}^n.

2. Compute text := t_{i1} . . . t_{iu−1} f(c_u, r_u)t_{iu+1} . . . t_{iv−1} f(c_v, r_v )t_{iv+1} . . . t_{in} , where the j-th element of text is the element in the π(ϕ(j)) third of the input, the u-th element is f(c_u, r_u), the v-th element is f(c_v, r_v ). c_u = π(ϕ(u)) and c_v = π(ϕ(v)).

3. Run V^∗ on text.

4. if V^∗(text) ≠ (u, v) then C^′_n stops and outputs 0,

else runs C_{n0}(text, (u, v), (c_u, r_u), (c_v , r_v )).

ÐSSíáêáò 10: C^′_n êýêëùìá

Tþñá éóœõñéæüìáóôå üôé ç ïéêïãÝíåéá {C^′_n} äéáêñSSíåé ôá encryptions ôùí msg1, msg2. Éóœýåé: prob(C^′_n(f_n(msg1)) = 1) = prob(V^∗(f_n(msg^{(u,v)(a,b)}_M )) = (u, v)) · prob(C_{n0}(Π_M ) = 1) prob(C^′_n(f_n(msg2)) = 1) = prob(V^∗(f_n(msg^{ϕ,π}_{P V} )) = (u, v)) · prob(C_{n0}(Π_{P V} ) = 1)

Áõôü ãéáôSS, üôáí êëçèåSS ï V^∗ ìå ôá f_n(msg^{(u,v)(a,b)}_M )êáé f_n(msg^{ϕ,π}_{P V} )ôüôå ïé ôñéÜäåò ðïõ äçìéïõñãïýíôáé áíÞêïõí óôéò êáôáíïìÝò Π_M êáé Π_P V áíôSSóôïéœá! ÿœïõìå: |prob(C^′_n(f_n(msg1)) = 1) − prob(C^′_n(f_n(msg2)) = 1)| = |prob(V^∗(f_n(msg^{(u,v)(a,b)} M )) = (u, v)) · prob(C_{n0}(Π_M ) = 1)− −prob(V^∗(f_n(msg^{ϕ,π}_{P V} )) = (u, v)) · prob(C_{n0}(Π_{P V} ) = 1)| ≥ prob(V^∗(f_n(msg^{(u,v)(a,b)} M )) = (u, v)) · |prob(C_{n0}(Π_M ) = 1) − prob(C_{n0}(Π_{P V} ) = 1)|− −prob(C_{n0}(Π_{P V} ) = 1) · |prob(V^∗(f_n(msg^{(u,v)(a,b)}_M )) = (u, v)) − prob(V^∗(f_n(msg^{ϕ,π}_{P V} )) = (u, v))| ≥ 1 m · (1/n^c) ≥ 1/n^{c′} ĳðïõ óôï ôÝëïò œñçóéìïðïéïýìå ôá ðñïçãïýìåíá áðïôåëÝóìáôá êáé åðSSóçò üôé: prob(V^∗(f_n(msg^{(u,v)(a,b)} M )) = (u, v)) = 1/m

ìéáò êáé ôï (u, v) ìðïñåSS íá åSSíáé ôõœáSSï edge ôïõ ãñáöïõ. ÊáôáëÞîáìå óå Üôïðï áðü ôï ðñïçãïýìåíï ëÞììá. □ To nonuniform security ãéá ôéò óõíáñôÞóåéò, äåí ìðïñåSS íá ãSSíåé áðëü security, äçëáäÞ ïé óõíáñôÞóåéò íá ìç óðÜíå áðü ðïëõùíõìéêïýò áëãüñéèìïõò. Ùóôüóï Ýœïõí áðïäåéœôåSS äéÜöïñåò áóèåíÝóôåñåò ðñïôÜóåéò ãéá êáôÜñãçóç ôçò áðáSSôçóçò ãéá nonuniform êñéôÝò.

ÁíáöïñÝò

[1] Papadimitriou, C. H. Computational complexity. Addison Wesley, 1994

[2] D. Stinson. Cryptography theory and practice, 1st Edition. CRC Press, 1995

[3] O. Goldreich. Foundations of Cryptography (Fragments of a Book).

http://theory.lcs.mit.edu/~oded/frag.html, 1995

[4] M. Bellare and O. Goldreich. On De˛ning Proofs of Knowledge. In CRYPTO’92, SpringerVerlag (LNCS 740), pages 390{420, 1992.

[5] M. Ben-Or, O. Goldreich, S. Goldwasser, et al. Everything provable is provable in zeroknowledge. In Proc. CRYPTO ’88, LNCS vol. 403, p. 40-51,Springer-Verlag, 1988.

[6] Guilles Brassard, David Chaum, and Claude Crepeau. Minimum disclosure proofs of knowledge. JCSS, 37(2):156-189, 1988.

[7] A. Fiat and A. Shamir. How to prove yourself: Practical solution to identi˛cation and signature problems. In CRYPTO ’86, vol. 263 of LNCS, pp. 186{194. Springer Verlag, 1987.

[8] Lance Fortnow. The complexity of perfect zero-knowledge. In Proceedings of the Nineteenth Annual ACM Symposium on Theory of Computing, pages 204-209, New York City, 25-27 May 1987.

[9] S. Goldwasser, S. Micali, and A. Wigderson. Proofs that yield nothing but their validity or all languages in NP have zero-knowledge proof systems. Journal of the ACM, 38(1):691-729, 1991.

[10] S. Goldwasser and S. Micali. Probabilistic Encryption. In JCSS 28(2):270-299, 1984. [11] O. Goldreich, S. Micali, and C. Racko¸. The knowledge complexity of interactive proof systems. SIAM Journal on Computing, 18:186-208, 1989.